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Abstract— Including high-dimensional categorical predictors in a machine learning model is a major challenge. This is
particularly appropriate for the IP and Port addresses of network connections when they are considered as predictors (features)
in machine learning models. These features are particularly important for network intrusion detection, as many attacks exploit
information about IP/Port addresses. The sparsity and high dimensionality of these features make it difficult their inclusion into
the models, being discarded as useful information in many cases. This work proposes to replace the original network addresses by
new features based on a set of distances defined between different components of the source and destination IP and Port
addresses. These distances incorporate information on the probability of co-occurrence of source and destination addresses. The
distances are calculated using a dense, low-dimensional vector representation (embedding) of the different network address
components. The embeddings are obtained with a neural network, which requires few computational resources, plus an additional
hash function that collapses the extremely large range of IP and Port values, making the model implementation feasible. A self-
supervised learning framework under a hierarchical model is used to train the encoding network .

The novel features can be used to predict future co-occurrence of source and destination network addresses, and, when applied as
features in a supervised model, they significantly increase the prediction performance of most classifiers for the detection of
network intrusions. We demonstrate this prediction improvement over two modern network intrusion datasets: CICIDS2017 and
CICDD0S2019.

Index Terms—hash function; self-supervised learning; neural network; network address embedding; network intrusion detection

INTRODUCTION

Network traffic analysis and prediction (NTAP) is an important field from both a research/academic and economic/practical
standpoint [1]. Several data networks related problems can be considered as part of NTAP, such as: network traffic resource
allocation, traffic identification and network intrusion detection (NID). Machine learning (ML) models have been applied
extensively to NTAP problems, being currently one of the most active areas of research in this field [2]. The ML prediction
models are mainly based on the supervised learning paradigm which requires a labeled dataset with information about the
network connections (features) and expected results (labels). Extracting as much information as possible from network
connections is critical to the prediction process, and among the many information items of the connection, the source and
destination addresses (i.e. IP and Port addresses) are particularly important. However, these addresses correspond to categorical
features with an extremely large range of values (high cardinality). Dealing with high cardinality categorical features is
challenging because the usual encoding method (one-hot encoding)[3] will transform them into a large number of sparse binary
features, artificially increasing the dimension of the input data and creating difficulties for their inclusion in the ML models as
useful features.

This work makes a new proposal to transform the source and destination IP and Port addresses into a small number of low-
dimensional vectors (embeddings) from which can be extracted meaningful information about their distance. Interpreting
distance in terms of probability that the source and destination addresses belong to the same network connection. We define a
series of new distances between these embeddings and demonstrate that they can be used as new features replacing the original
source and destination IP and Port addresses.

There are several approaches to encode a categorical variable with N possible values. The easiest one is called one-hot-
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encoding which consists in creating N dummy associated variables each of them representing, with a 1 or 0, the presence or
absence of each of the N possible values [3]. The coding can also be done with N-1 dichotomous (1/0) variables if one of the
values is assumed as a reference. This opens the possibility of different encodings with N-1 variables by selecting different
coding values (not necessarily 0 or 1), and allowing to create different contrast coding systems that are used to encode
categorical values for classification or regression problems [4]. In any of the aforementioned encodings, there is a problem for
high cardinality categorical variables, since the number of resulting dummy variables is large with sparse values (most of the
values are 0). There is also the possibility to encode the values as simple integer/real values, which requires much less encoding
space, but creating a crucial problem since these encodings involve an implicit order and a metric between values that do not
correspond to the nature of the categorical variables [5]. The best approaches to solve this problem are based on different data
compression strategies associated with different types of information loss: (a) Aggregating values by frequency/percentiles [5,6].
(b) Agglomerating/collapsing values with some kind of hash function [5,7,8]. (c) Categorical encoding using target statistics,
where each categorical value is replaced by some conditional probability of the expected output (classification output) given the
value [9-11]. (d) Dimensionality reduction of categorical variables [12,13]. (¢) Random projections [14]. (f) Compressing
(embedding) the information contained in the sparse one-hot-encoded variables into dense vectors of comparatively small
dimensionality, where the distance between the new dense vectors is chosen to be representative of some semantically
meaningful similarity/co-occurrence of the categorical values [15,16]. (g) Combinations of any of the above methods. In this
work we have opted for this latter alternative, proposing a novel combination of hash functions and embeddings to encode the
network addresses into dense low-dimensional vectors.

Before applying the above mentioned coding scheme to the source and destination network addresses, and considering their
hierarchical structure, we separate the IP and Port addresses into seven network address elements (NAEs): IP address, Port
number, concatenated IP&Port address, and the four separated components of the IP number (8-bit blocks). These seven NAESs
are the ones that will be encoded in vector representations called embeddings. Next, we calculate the cosine distance between
each pair of embeddings for the source and destination NAEs, arriving to seven distance values for each network connection.
Each value corresponding to the distance between a particular pair of source and destination NAE. These seven distances will be
the new features replacing the original IP and Port addresses. The distances correspond to scalar values, with which we manage
to transform four high-dimensional categorical variables (source and destination IP and Port addresses) into seven real value
features. Finally, a linear combination of the seven distances followed by a sigmoid function allow us to obtain a final aggregate
value, that we associate to the probability that the source and destination IP and Port belong to the same connection. This final
aggregate value, interpreted as a probability, is considered as an additional feature to achieve a final list of eight features as
substitutes for the original source and destination IP and Port addresses. These eight final features correspond to: seven scalar
values for the distances between the seven source and destination NAEs and an additional scalar value for the associated
probability that the source and destination addresses share a connection.

To make the whole process computationally feasible is necessary to reduce the range of values of the NAEs, which is huge. A
hash function [7,8] is used for that purpose, with an assumed possibility of collision, which can produce that two different NAEs
can obtain the same hash value. We apply a hash function only to the IP, Port and IP&Port addresses. The blocks that integrate
the IP address are treated as such, without being hashed, considering that their range of values is already small (0-128). For the
hashed NAEs, their hash values will be used to create their embeddings. Considering the problem of hash collisions, the creation
of the previously mentioned hierarchy of seven NAEs is fundamental to create a set of distances where we can guarantee that
even in the case of hash collisions, the probability of a simultaneous collision for all three NAEs: IP, Port and IP&Port, is
negligible. That means that, even with hash collisions, we will have at least one differentiating distance (out of the three) that
will allow us to separate any IP and Port address from the rest. We show this both analytically (Section 3.2) and empirically with
two large modern intrusion detection datasets (CICIDS2017 and CICDD0S2019) (Section 4)

The proposed distance calculation is performed only between peer-to-peer NAEs, for example: source and destination IP
address, source and destination Port number, etc. The distance calculation can also be extended to different types of NAE
(considering that their embeddings have all the same dimensions) allowing to verify the co-occurrence of different combinations
of NAE types, for example: source IP address with destination IP Port. Nevertheless, the reason for establishing distances
exclusively between peer-to-peer NAES is due to the need to reduce the number of combinatorial permutations between pairs of
NAE types. In this way, comparisons are reduced, and training is simplified. The potential problem of only doing peer-to-peer
comparisons is solved by making item comparisons across the entire IP address hierarchy, allowing possible interactions
between IP address items to be included at successive distances. This is an additional reason to include not only the distances
between the IP and port addresses, but also the distances between the IP, the Port, and each of the addressing blocks that make up
the IP address (8-bit blocks).

The tuning of the encoding model that generates the NAE embeddings, calculates their distance and predicts the probability of



network addresses co-occurrence is based on the end-to-end training of a single neural network (NN). This NN is trained by
minimizing the classification loss (cross-entropy) between 1) a binary flag (0/1) that indicates if the source and destination
addresses belong to the same connection and, 2) the output of the NN i.e. address co-occurrence probability. By optimizing this
probability, we also optimize the other distances as intermediate outcomes. Hence, to train the encoding model we need to access
real source and destination address pairs that belong to the same connection and, also to generate fake network address pairs that
do not belong to any real connection. The training process is framed in a self-supervised scheme with a random sampling
procedure that is used to generate fake connections. This procedure for generating fake pairs is called negative-sampling. We
have adapted the method proposed in [15], which was used to encode the words of a vocabulary for natural language processing
(NLP), following the skip-gram approach, where the words are encoded with the aim to maximize the prediction ability to detect
context words given a certain origin word in a text. In our case, we assimilate the origin and context words to each pair of source
and destination NAEs.

To demonstrate the improvement obtained by including the new IP and Port transformed features in a prediction model, we
have applied them to two datasets: CICIDS2017 and CICDD0S2019 [17,18]. These two datasets are two large and modern NID
datasets. There are several ML algorithms that already offer excellent detection capabilities for these datasets, without
incorporating any information about network addresses. This makes the improvements in the detection results obtained by
including the proposed new features more interesting (Section 4). Additionally, when the new features are included, they appear
in the group of most relevant features using several scoring algorithms (Section 4). The proposed features can be also used in an
unsupervised framework to predict the probability that a new test pair of source and destination addresses belongs to a real
connection. This can be useful to anticipate future traffic flows or to detect a change in the traffic pattern when the predicted
probabilities do not match the observed ones.

The contributions of this work are the following: (1) Propose an efficient way to include the network addresses as useful
features in ML models. (2) A novel approach to transform (encode) the source and destination network addresses (high
dimensional categorical variables) into a reduced number of scalar values that represent the likelihood of sharing a network
connection at different levels of granularity in the network address hierarchy. (3) An efficient computational model that requires
few resources by using a hash function which permits to work with embedding tables of reduced size. (4) Demonstrate that using
the new features provides an improvement in the prediction capabilities of ML models. 5) The nature of the encoding model,
which is based entirely on a neural network, allows incremental training, which is needed in all data network applications with a
constantly changing network traffic. (5) The preparation of the encoding model (model training) is very fast, as well as the
subsequent features encoding.

The organization of the paper is as follows: Section 2. examines related works. Section 3 presents the details of the work.
Section 4 provides an analysis of results and, Section 5 provides discussion and conclusions drawn.

2. RELATED WORKS

There are several works presenting different approaches in the literature related to the encoding of IP addresses:

a) Generate features based on traffic statistics from the different IP addresses, aggregated during a certain time interval e.g.
number of distinct destination addresses, repetitions, entropy of the distribution of IP destinations: In [19] are presented
several approaches for IP address encoding into number of bytes and packets and flows associated with the IP address, as
well as features related with the IP addresses connected with a particular one, such as: arithmetic mean of these IP
addresses (treating IP addresses as integers), the entropy of the distribution of the IP addresses, the standard deviation of
this distribution, and the unique number of such IP addresses. A similar approach is taken in [20] using different ad-hoc
features formed by standardized counts and standard deviation of number of hosts and ports connected with a certain host.

b) Translate the IP addresses to geographical locations, allowing to establish distances between locations as a proxy of
distances between the IP addresses: This is the direction adopted in [21].

c) Extend algorithms for categorical distances to IP addresses: In [22] the authors propose a quantization of the IP addresses
based on clustering with a predefined distance metric derived from the absolute difference between the IP-blocks
considered as integers. Histograms are latter built based on the quantized addresses. The work in [23] creates different
metric spaces for the different components of the network address defining a distance between them based on dynamic
time warping. The network address components are extracted based on an ad-hoc knowledge of semantically assumed
causal relationships between them.

d) Translate the IP address to an ad-hoc encoding based on IP addressing knowledge: [24] proposes an algorithm to discover
communities of IP addresses (clustering) between addresses inside a managed network domain an external addresses
applying a graph based algorithm. The work of [23] can also be included in this category.

e) Use word embeddings algorithms for the encoding of IP addresses: There is a single work with this approach [25]. This



work also creates embeddings for IP addresses, but with important differences with the method proposed here, such as:
the structure of the neural network used, the features obtained, the training of the embeddings and the objective function
adopted, and, in applying hash functions to further reduce the sizes and prediction times of the neural network used; in
addition, this work uses the new features to improve visualization methods and clustering, not to enhance prediction in a
supervised learning problem.

All the above referred approaches (with the exception of the last one which is similar to the current work) are based on the
generation of ad-hoc features representing the IP and Port addresses, with specific assumptions about their properties, and their
relationship and correlation with other features of the network connection. Instead, the method proposed in this work is based on
feature (representation) learning from data, based on an self-supervised model that generates the transformed features as an
intermediate output while trying to optimize the prediction of the probability of co-occurrence of source and destination
addresses (considering all the different elements that compose a network address and their hierarchy).

3. WORK DESCRIPTION

This section introduces (1) the datasets used for all experiments carried out for this work, (2) the rational for the strategy
adopted to split the network address, and (3) the encoding model used to obtain the embeddings of the network addresses and
the computation of their distances.

3.1 Datasets

We have used the CICIDS2017 and CICDD0S2019 datasets [17,18], which are two modern intrusion detection datasets. They
include network flow data and associated labeled intrusions, with clearly identified source and destination addresses for each
network connection. Each dataset provides a different challenge for an intrusion detection classifier, each of them has a different
network traffic structure and was constructed using two very different network configurations, in addition, the objectives of both
datasets are also different: one is intended for the detection of generic intrusions (CICIDS2017) and the other is specifically
dedicated to DDoS attacks of different types (CICDD0S2019).

3.1.1 CICIDS2017

The CICIDS2017 dataset presented in [17] corresponds to labeled network flows with identified intrusions and normal traffic.
It is a network intrusion detection dataset with a large number of recorded flows and an up-to-date list of intrusions. The traffic
consists of several days of recording from which we have used a single day (Friday, July 7, 2017) with 702209 connections and
396330 round trip connection flows (flows sharing the same source and destination addresses in any direction).

CICIDS2017 provides two different detection scenarios: four intrusion labels (Normal, Bot, DDoS and PortScan), or, two
intrusion labels (Normal, Attack), where the Normal label is associated to normal traffic and the Attack label to the presence of
any attack. The frequency distribution of attacks for the two scenarios are: 2 labels — Normal(58.9%) and Attack(41.1%); and 4
labels — Normal (58.9%), Bot (0.3%), DDoS (18.2%) and PortScan (22.6%).

In addition to the intrusion label, CICIDS2017 provides 85 features (predictor variables), of which, 7 are categorical variables
and 78 are continuous. The categorical features are source IP, source Port, destination IP, destination Port, protocol (3 values),
time stamp and flow id (forms by the concatenation of source and destination IP&Port addresses). The continuous features
provide descriptive statistics on the size, number, rate, duration and inter-arrival-times of the header and payload of the flow’s
packets. After processing the dataset, eliminating the variables with a constant zero value or very low variance, we arrive at a
final set of 70 continuous and 7 categorical features. In addition, the continuous features, which have a wide range of values,
have been scaled with a log (1+x) transformation followed by a min-max scaling to a range of values between [0-1]. The scaling
of the continuous features is required by several ML models (e.g. neural networks)

Train/test sets used to train the NID models

CICIDS2017 has been randomly divided into two separated training and test sets, containing 562539 and 139670 connections
respectively (20% split for testing), these two sets are used to train the ML models presented in Section 4 with the test set used to
obtain the intrusion detection metrics. In order to perform the split between training and test sets we have ensured that all
connection belonging to the same flow enter completely into one of the training or test sets. The split has been done respecting
the distribution of the labels in the original dataset (stratified split).

Train/test sets used to train the Encoding model
An additional dataset is prepared to train the Encoding model (Section 3.3), which requires a specific train/test sets. This



additional dataset is related but different from the dataset used to train the ML models for intrusion detection. This dataset will be
used to train the Encoding model that will predict whether a pair of source and destination network addresses are part of the same
connection i.e. predict the probability that they belong to a real or fake network connection. To perform these predictions, we use
exclusively the source and destination IP and Port addresses, and none of the other features of CICIDS2017. To build the new
dataset, we extract the source and destination IP and Port addresses from the original CICIDS2017. This provides initial training
and test sets that correspond to actual source and destination network addresses, that is, source and destination addresses that
belong to actual connections. To train the Encoding model (Section 3.3), we also need fake connections with randomly selected
source and destination addresses in the set of network addresses of the dataset (negative-sampling) [26]. To build the fake
connections, we fix the source or destination address of a real connection and randomly change the other address. Following this
procedure, we arrive at a final training set of 2250156 source and destination addresses, where 50% of the samples correspond to
real connections and the other 50% correspond to fake connections. Similarly, the test set has 558680 samples with the same
composition of real and fake connections as the training set. The labels for this dataset consist of binary labels (0/1) associated
with real and fake connections, respectively.

3.1.2 CICDD0S2019

The dataset CICDD0S2019 [18] is intended to test ML models in the classification of distributed denial of services (DDoS)
attacks. The objective of the dataset is to provide a complete and updated collection of logged traffic associated with different
types of DDoS attacks. The network configuration that generates the dataset, the intrusions recorded, and the traffic patterns are
completely different to the CICIDS2017 dataset. It is also a labelled dataset with several instances associated to different days of
recording from which we have used one day (March 11th, 2019) for the UDP type of attacks with 674463 connections and
672320 round trip connection flows (flows sharing the same source and destination addresses in any direction). The mode of the
number of connections per round trip connection flow is 1-2, with a few having as much as 15 connections.

The subset of CICDD0S2019 chosen for this work provides two different detection scenarios: four intrusion labels (Normal,
Syn, UDP and UDPLag), or, two intrusion labels (Normal, Attack), where the Normal label is associated to normal traffic and
the Attack label to the presence of any attack. The frequency distribution of attacks for the two scenarios are: 2 labels —
Normal(0.6%) and Attack(99.4%); and 4 labels — Normal (0.6%), Syn (82.5%), UDP (16.6%) and UDPLag (0.3%). It is a much
more unbalanced dataset than CICIDS2017.

The number of continuous and categorical features is similar to CICIDS2017, but after processing the dataset eliminating the
variables with a constant zero value or very low variance, we arrive at a final set of 67 continuous and 7 categorical features. The
scaling of the continuous features is also similar to CICIDS2017 with a log (1+x) transformation followed by a min-max scaling
to a range of values between [0-1].

Train/test sets used to train the NID models

The CICDD0S2019 dataset has been randomly divided into two separated training and test sets, containing 539579 and
134884 connections respectively (20% split for testing), these two sets are used to train the ML models presented in Section 4.3
with the test set used to obtain the intrusion detection metrics. The train/test split procedure is similar to the one used for the
CICIDS2017 dataset (Section 3.1.1).

Train/test sets used to train the Encoding model

To train the Encoding model (Section 3.3) with the CICDD0S2019 dataset, we have prepared an additional dataset created
from the source and destination IP addresses of CICDD0S2019. The process to build this additional dataset has been identical to
the process used for CICIDS2017 (Section 3.1.1). The source and destination IP addresses of the CICDD0S2019 samples are
used to acquire real connections, and a negative sampling process as presented in 3.1.1 is used to create the fake connections.
Finally reaching a dataset of 2158316 and 539536 connections for the training and test sets respectively, with a similar
distribution between fake and true connections.

3.2 Network address split
As presented in Section 1 (Introduction), we have split the IP and Port addresses into seven network address elements (NAES):
(@) IP address (IP), (b) Port number (Port), (c) a concatenation of the IP and Port numbers (IP&Port) and, (d) the four separated
components of the IP number (8-bit blocks) (IP,,IP,,1P;,IP,). These elements follow a hierarchical structure which can be
observed in Fig. 2. This initial split of the IP and Port addresses into separate components, at different level of granularity, is an
original proposal of this work and is fundamental to the proposed work. The main reasons for this approach are:

a) The aim of the work is to replace the high-cardinality source and destination IP and Port addresses by a few scalar



features that incorporate information about the co-occurrence of the source and destination addresses. Our hypothesis
is that this information related to address co-occurrence is the most important for a prediction model. Considering the
huge range of values for the IP and Port addresses (232, 216 and 2*® for the IP, Port and IP&Port respectively), and
the even bigger number for all possible combinations of source and destination addresses, it is clear that the intended
feature transformation is a challenge. The adopted solution has been to reduce the range of values to a feasible range
using a hash function. That means that the output range of values of the hash function must be relatively small, which
increases importantly the chances of collisions even when considering that the real number of distinct IP and Port
values on a network session will be much smaller that the theoretical range. For example, for the CICIDS2017 dataset
the number of distinct (source and destination) IP values is 8330 which is approximately three times the proposed
maximum output value for the hash function, which is 3000 (Section 4). That means a guaranteed probability of
collision and that using a hash function for the IP, Port and IP&Port will provide noisy (with collision) values for
each of these NAEs, considered separately. Nevertheless, this probability of collision get extremely reduced when
considering a total probability of collision as the probability that all three NAEs (IP, Port and IP&Port) will have a
simultaneous collision.

An upper bound expression for the total probability of collision for the three NAEs (IP, Port and IP&Port) is provided
in Eg. 1. Considering that the hash function will provide a uniform distribution of output values for any input, and
that N;p, Nport » Nipapore are the number of distinct values for the IP, Port and IP&Port NAEs, and k is the maximum
output value of the hash function. The probability of a single total collision is the product of the probabilities that the
second source and destinations pair will land on the same hash bucket as the first pair. This probability depends on
the hash size (k) following the expression (1/k)?2. This product must be extended to all three NAEs, that is the reason
of the additional power 3 in Eq. 1, forming the expression [(1/k)?]3. This probability still needs to be multiplied by
all possible combinations of source and destination addresses for each NAE (first term in Eq. 1) to account for all the
possible ways that the second pair of addresses can be constructed. The inclusion of this last term allows creating a
hard upper bound by considering all possible address combinations in the dataset.

We have performed Monte Carlo simulations to empirically evaluate the collision probability [27]. The simulation
results corroborate that the probability that two source and destination network address elements (NAE) have a
simultaneous collision in both sides (source and destination) follows the expression (1/k)?. Considering the three
NAEs simultaneously the probability is (1/k)®. In all simulations performed with a k equal to 3000, not a single
simultaneous collision has appeared for the three NAEs with a number of samples in the simulation of 1le+7. Even
considering only two NAEs (IP and Port), not a single simultaneous collision is obtained.

Considering the hashing of the IP&Port address and its dependency on their constituent IP and Port values, it is
important to note that the hash function acts differently for the Port, IP and IP&Port addresses. The Port is hashed
using its integer number and for the IP and IP&Port we use their text representation, leaving the resulting hash value
for the IP&Port not directly related to their constituent IP and Port values.

We show in Fig. 1 that the total probability of collision is negligible for the parameter values considered in this work:
maximum hash value of 3000, and maximum number of different IP, Port and IP&Port addresses of 218406,
considering that the CICIDS2017 dataset has 8330, 62434 and 218406 different values for the (source and
destination) IP, Port and IP&Port NAEs, respectively. The probability graphs presented in Fig. 1 are obtained by

applying Eq. 1.
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Assuming Ny, = max (N;p, Npore, Nipgport), and €ach Nip, Npore, Nipgpore >> 0. Where Nip, Npoyrt s Nipgport are
the number of distinct values for the IP, Port and IP&Port NAEs, and k is the maximum output value of the hash
function.

The approach adopted here has some similarities to bloom filters [28] that implement a set-membership detector
based on a series of hash functions that are applied separately to all elements in the set; allowing detection, with
complete certainty, that there is no similar value in the set if there is no collision with any previously produced hash
outputs.



b) The IP-blocks (8-bits blocks) have a range of values of [0.128] which is very small and can be used directly to obtain
a sensible word embedding. These NAEs are not hashed, which makes it even more difficult to have a total collision
considering the seven NAEs. Taking all these into account, when all seven NAEs are considered simultaneously and
their distances are obtained, we can be sure that the seven distances plus the additional probability of source and
destination address co-occurrence, all of them provided by the Encoding model (Section 3.3), form a series of unique
non-clashing features for any combination of source and destination network addresses.

c) As already mentioned in Section 1, having the distances between different address components at different level of
granularity can be considered as a substitute for the need to explore distances between different types of NAE, which
could considerably increase the complexity of the Encoding model.
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Fig 1. Chart showing collision probability (y-axis) vs. maximum number of different IP, Port and IP&Port addresses (x-axis), and for
different scenarios based on the maximum output value of the hash function (chart legend). The y-axis provides the logarithm of the probability
of collision.

3.3 Encoding model description

The aim of this work is to transform the source and destination network addresses (IP and Port) of a network connection,
which are high cardinality categorical features, into a small set of scalar features that incorporate information on the
simultaneous occurrence (co-occurrence) of source and destination NAEs on a network connection (i.e. their ‘distance”).

To perform this transformation we have adapted two initial tools/ideas: hash functions [8], to reduce the initial range of NAE
values to an smaller range of integer values, and, the skip-gram approach proposed in [15], which originally embedded words of
a vocabulary into semantically meaningful vectors whose distance is associated to the likelihood of proximity of the words in a
corpus of texts. We will not present here in detail these tools/ideas as there are available for that purpose a large number of
excellent references. We will focus on detailing how we have adapted and integrated these ideas into the proposed new model.

Fig. 5 shows a high-level graphic representation of the proposed model to perform the feature transformation. It serves as a
summary of the process followed to create the features:

a) The seven source and destination NAEs, which are derived from the source and destination network addresses
(Section 3.2), are used to construct a distance metric between them. The distance used is the cosine distance between
the vector embeddings of each pair of source and destination NAEs.

b) Vector embeddings are created using a simple network architecture that translates the one-hot-encoded
representation of the integer value associated to each NAE into a dense small-dimensional vector. Each embedding
layer operates as an embedding table. Each type of NAE will have a different embedding table.

c) FortheIP,,IP,,IP; and IP, NAEs which have a small range of values ([0,128]), their own integer value will be used
as input to their embedding tables. For IP, Port, and IP&Port NAEs (with a huge range of values), their values are
pre-processed separately with a hash function that collapses the input values into a much smaller set of integer
values. The resulting hash values will be used as inputs to the IP, Port, and IP&Port embedding tables.

d) A linear combination of the seven cosine distances between the source and destination NAE pairs, followed by a



sigmoid function, will provide a final scalar value (output of the encoding model) that is interpreted as the total
probability of co-occurrence of the source and destination network addresses. This probability is also included as an
output feature in the set of transformed features.

e) Model training is done end-to-end using gradient descent with a cross-entropy loss between the model outputs and
the binary ground-truth labels, which indicate whether the source and destination network addresses correspond to a
real or fake connection (Section 3.1.1 and 3.1.2).

In Fig. 5 we use two IP and Port addresses as an example: source IP&Port address (192.168.10.12-443) and destination
IP&Port address (128.199.12.23-123). The IP, Port and IP&Port addresses have a theoretical range of values of 232, 216 and 248
which are unfeasible to work with. We reduce this range of values using a hash function that provides a mapping from the large
set of initial values to a reduced set of integer values. We consider different inputs to the hash function: for the Port value we use
its integer number and for the IP and IP&Port values we use their text representation. In either case, the hash function transforms
each distinct initial value to a hopefully distinct integer value. The possibility that two distinct initial values get transformed into
the same integer value is called a collision (Fig. 4). When the NAE hashes are considered separately, there is a certain possibility
of collision, but this possibility becomes negligible when considering all three NAE hashes simultaneously (Section 3.2) [7,28].

The hash function implementation is provided by the R language plus an additional modulus division to adapt to the desired
range of integer outputs. The algorithm used is xxHash [29] which is a non-cryptographic hash function that prioritizes speed, in
addition to passing the SMHasher test that evaluates the collision, dispersion and randomness of hash functions [30]. We have
experimented with the use of 1000, 3000 and 5000 for the output range of integers of the hash function, using finally 3000 as the
selected value (Section 4).

The four blocks that compose an IP address (8-bit blocks), which have a small range of integer values ([0,256]), are not
hashed. The four IP blocks are represented as IP1, IP2, IP3 and IP4. For simplicity purposes, in Fig. 5 we show only the first and
last IP blocks (IP1 and 1P4). We have not included the type of protocol in the coding since its range of values is quite small and
can be incorporated by itself into a non-problematic feature (e.g. one-hot-encoded).

After the hash function is applied to the IP, Port and IP&Port values, we arrive to an integer representation for all NAEs,
including the IP blocks. These integer values have a different range of values depending on the type of NAE. The range of values
for each IP block is [0-255], and [0-2999] for the rest of the NAEs. These integer values are the input to the neural network (NN)
that composes the proposed Encoding model. The NN has an initial set of embedding layers (one different per type of NAE) that
transform the input integer values into a one-hot-encoding representation and provide a simple connection between this one-hot-
encoded input and an output layer of dimension 3 (Fig. 3). Other dimensions of the embedding output layer have been
investigated (Section 4) but finally 3 has been chosen (Fig. 3).

The weights of the embedding layer (Fig. 3) form the values of the embedding tables (one per type of NAE). These embedding
tables, once the NN is trained, can be used separately to obtain the embedding values for each NAE (in case that is needed). In
our case, unlike other approaches, we do not focus on these embedding values as our output, but on the cosine distance between
each pair of source and destination embeddings for the different defined NAEs.

The cosine distance is a normalized dot product between each embeddings pair. The cosine distance allows to implement a
similarity computation between the different source and destination NAEs. These distances are the input to a final layer that
implements a linear combination of their input values followed by a sigmoid function, which gives an output value (¥) (Fig. 5)
that can be interpreted as the probability that the source and destination network addresses are part of a common network
connection. This output value together with the cosine distances between the 7 NAEs integrate the list of 8 features that we use
in our ML models for the experiments presented in Section 4. These list of 8 features are the real output of our model and
represent the transformation into useful features of the initial source and destination network addresses. The cosine distance was
chosen after testing other alternative distances, e.g. scalar (dot) product, with worse results.

The computation of the cosine distance and the sigmoid function are the only non-linearities of the model, which makes it
extremely simple, with short training and prediction times and low memory requirements given the small sizes of the different
embedding tables (one per NAE). The small size of these tables can be attributed to having a very small range of input values
thanks to the hash function, and their output values correspond to very short-dimensional (three-dimensional) vector
embeddings.

The NN presented in Fig. 5 is trained end-to-end with the training sets described in Section 3.1.1 and 3.1.2 to train the
Encoding model. In this case, the original training set corresponds to real connections with real source and destination IP and



Port addresses. In order to train the model, we need also false (fake) connections where the source or destination addresses have
been changed randomly by other addresses not connected with the original one (negative-sampling) (Section 3.1). The expected
ground-truth output (Y) of the NN will be a binary value {0,1} with a 0 for the false connections (results of negative-sampling)
and a 1 for the real ones. The NN will be trained trying to reduce the following loss function (logloss/binary-cross-entropy):

Loss = LogLoss(Y,¥) = - %Z?’:O Yilog (YD) + (11— Y)log(1—Y) (2)
where N is the number of connections (real and false) used in our training set.

To train the model we have used a batch size of 100, with 100 epochs and an early-stopping with a patience of 10 (maximum
number of epochs without improvement in results), using a validation set of 20% of the training set. The optimizer used has been
Adam [31] with default parameters. The total number of trainable weights has been 29056.
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4, RESULTS

This section presents several results obtained by using the new features generated by our proposed model (Section 3.3). These
results attempt to provide empirical evidence on the properties of the new features, focusing in two directions:

When the new features replace the original source and destination network addresses of the NID datasets (CICIDS2017

and CICDDo0S2019), they provide an improvement in the prediction metrics of several classic ML models: Adaboost,
Linear Support Vector Machine (SVM), Logistic Regression, Random Forest, Gradient Boosting Machine (GBM) and
Multilayer Perceptron (MLP). We present the prediction results for NID with the two detection scenarios in Sections 3.1.1
and 3.1.2 (2 labels and 4 labels). We will show that the improvement is significative for both scenarios. These results are
particularly challenging for these datasets, as the detection results are already very high using exclusively the original

numeric features.

The new features can be used independently to predict whether a pair of new test source and destination addresses will be

part of the same connection. To demonstrate these results, we will use the test sets described in Section 3.1.1 and 3.1.2 as
part of the datasets used to train the Encoding model. This test sets consist of pairs of real source and destination
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addresses, as well as fake pairs obtained by negative-sampling (Section 3.1). It has been particularly important to ensure
that none of the test pairs have been used during training.

Section 4.1 presents in detail the results obtained with the CICIDS2017 dataset, which is a more generic dataset than
CICDD0S2019 and, therefore, it seems more appropriate to extend the experimental details on CICIDS2017. The results
obtained with CICDD0S2019 are presented in Section 4.2. The results presented for CICDD0S2019 are more condensed and
focus on showing that the best model for CICIDS2017 is also adequate to improve the results obtained with CICDD0S2019,
which provides evidence on the generalization of the results for different datasets.

We implemented the neural network model in python using Tensorflow/Keras [32]. For all other models we used the scikit-
learn python package [33]. To perform the preparation of the dataset, we used the R environment.

4.1 Results for the CICIDS2017 dataset

All the results presented in this section have been produced with the dataset CICIDS2017 (Section 3.1.1). This section
presents the results obtained by using the new distance features to improve the prediction results of several classic ML models
(Section 4.1.1), and classify a pair of source and destination network addresses as real or fake (section 4.1.2).

4.1.1 NID prediction

We will apply the new features generated by our model to the two detection scenarios described in Section 3.1.1: a) detection
of Normal and Attack traffic and b) detection of Normal, Bot, DDoS and Portmap attacks. The first scenario poses a binary
classification problem with a balanced dataset while the second scenario a highly unbalanced multi-class detection problem. The
results obtained for the first scenario are presented in Fig. 7, and the second in Fig. 6.

In both Fig. 6 and 7, the columns of the tables represent the different set of features used to make the prediction of the labels.
The first column named: “No IP and Port features” corresponds to using only the numeric features of CICIDS2017 i.e. the IP and
Port information is not used. The second column named: “IP and Port frequency features” corresponds to replacing the source
and destination IP and Port values with their relative frequency in the dataset. This is a common encoding method for the
network address. The successive columns named: “New transformed features” correspond to different configurations that include
the IP and Port information using different sets of distances between NAEs. The different configurations are represented by the
following string composed of a set of NAEs (inside parenthesis) and two numbers separated by commas. The set of NAEs, inside
parenthesis, are the NAEs which are used to obtain the distances. As an example: (IP, Port, IP&Port) means to use only three
distances between these three NAEs; and (IP, Port, IP&Port, IP1,IP2,1P3,IP4) uses seven distances between all possible NAEs.
For reasons of space we have not included the feature: “Prob. of co-occurrence”, in the list of features, nevertheless this
additional feature is indeed included in all configurations for the new transformed features (from the third column to the
right). The number following the parenthesis is the maximum index value used in the hash function and, the next number
indicates the dimension of the embedding vectors. These three configuration parameters correspond to hyper-parameters of the
model in Section 3.3.

The classification metrics used have been accuracy, Fl-score, precision and recall. To define these metrics, we have
considered that the presence of an intrusion is a ‘positive’ result and the opposite state a ‘negative’ result; with these definitions,
a true positive (TP) is a positive detection corresponding to a real intrusion, a true negative (TN) is a negative detection
corresponding to a normal connection, a false positive (FP) is a positive detection corresponding to a normal connection, and a
false negative (FN) is a negative detection corresponding to a real intrusion. Then, the metrics can be defined as:

#TP + #TN
3)

#TP + #TN + #FP + #FN

Accuracy =

Precision — #TP 4
recision = 4TP T #FP 4)

#TP
Recall =

" #TP + #FN ®)

Precision X Recall
F1 —score =2 X

Precision + Recall

where a ‘#’ sign before a symbol indicates the total number of that symbol e.g. #TP is the total number of true positives in our
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prediction results.

The F1-score is more suitable for an unbalanced dataset, since accuracy in that case is a misleading metric. For the multi-class
scenario (Fig. 6) it is necessary to aggregate the results for the different classes (label values), having different aggregate options:
macro, micro, samples and weighted; opting for the macro average as defined in [33].

The results in Fig. 6 and 7 are coded based on a color palette between green and red, with a greener color that indicates a
better result and a redder color for a worse result. The color code is applied along the rows of the tables, which allows to
appreciate where the highest concentration of best results is found, which in this case occurs for the feature set option labeled
with the letter L, which corresponds to using the seven distances generated by the Encoding model plus the output probability
generated by the model, with a maximum hash index of 3000 and a 3-dimensional embedding vector.

The lower part of the tables of Fig. 6 and 7, provide some descriptive statistics (median, mean, standard deviation and mean
absolute deviation - MAD) for all the F1-scores of the different ML models used. The statistics have been applied column-wise.
The improvement rates of each option with respect to the first option (“"No IP and port characteristics™) are also provided in the
last rows of the tables, considering separately the improvement rates for the mean and median values.

Below the tables in Fig. 6 and 7 is a box-plot chart with a box for each feature set presented at the tables. Each box gives the
minimum, maximum, median and interquartile interval for all results of each of the columns in the tables (in this case, we have
included all results and not just the results for the F1-score). The best results correspond to the box-plot with the highest median
and the smallest interquartile interval. The box showing the best results corresponds to the best features set option (option L) (the
rightmost column).

Looking at the results in Fig. 6 and 7, we can conclude that the selection of hyper-parameters that provide the best NID
prediction results are: 1) incorporating all the distance features obtained with all the NAEs, 2) a maximum hash index of 3000
and 3) an embedding dimension of 3. This feature set option is labeled with the letter L in Fig. 6 and 7. It is interesting that
employing higher values for the maximum hash index or the embedding dimension does not imply better results. One reason for
this may be that an increase in both parameters implies a greater number of weights to train and the possibility of incurring in
over-fitting. Also, it is a demonstration that, with a fairly small value for both the maximum hash index and the embedding
dimension, we achieved our intended goals according to the results in Section 3.2. It is also interesting that, for the best option,
we not only have better results for the mean and median values, but that the standard deviation and the MAD are also smaller,
which implies better and more robust results when using the proposed additional features. For the 4 labels scenario (Fig. 6), the
option with the best set of features provide an average improvement of results over 16% for the F1-score versus the results
obtained with no IP and Port features (bottom of Fig. 6), and over 13% versus the results for using the IP and Port frequency
features. For the 2 labels scenario (Fig. 7), the best option gives an average improvement of over 8% versus the results obtained
with no IP and Port features (bottom of Fig. 7), and over 25% versus the results for using the IP and Port frequency features. In
this case, the IP and Port frequency labels reduce the prediction metrics compared to not including any IP and Port features. This
is never the case for the new transformed features. It is also interesting for the generalization of results, that option L is the best
features set option for both the 2 and 4 labels scenarios.
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Fig 6. (Upper part) Prediction results table for different feature sets options (4 labels detection). (Lower part) Box-plots for the prediction results in the above
table. We can observe the improvement obtained by using the additional IP distance features (all boxes except the leftmost one), not only by increasing the
median value but also by reducing the dispersion of values.
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Fig 7. (Upper part) Prediction results table for different feature sets options (2 labels detection). (Lower part) Box-plots for the prediction results in the above

table. We can observe the improvement obtained by using the additional IP distance features (all boxes except the leftmost one), not only by increasing the
median value but also by reducing the dispersion of values.

In addition, the new transformed features rank among the most discriminant features using the scores of feature importance
provided by Random Forest (based on Gini impurity)[34](Fig. 8). This is important, considering that the original numeric
features obtain already high detection results, which implies that they are already very relevant.
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Fig 8. Diagram showing the 10 most relevant features, using impurity-based feature importance provided by Random Forest. The cosine distance for the
embeddings of IP, IP2, IP3, I1P4, and the output probability of the Encoding model (Prob. of Co-occurrence) are among the 10 most relevant features. A higher
value implies a more important feature.

To ensure that the results obtained when using the new features are significantly better (from a statistical point of view) than
those obtained by not using them, we have applied the Wilcoxon one-sided paired rank-sum test for the comparison of
performance metrics between options A (“No IP and Port features”) and L (option with best results that includes new
transformed features). Fig. 9 presents the results for applying this test between the two options (A and L) and the two detection
scenarios (4 and 2 labels). Test results are presented in the left and right parts of Fig. 9, where the p-value indicates if the results
allow (or not) to reject the null hypothesis that is associated with a non-significant difference in the results. The test used is one-
side to specifically check if one of the groups has higher ranked mean that the other. From the results in Fig. 9, using a
significance level of 1%, we can infer that the prediction metrics obtained by adding the new features are significantly better than

the alternative option.
Wilcoxon one-sided paired rank-sum test for difference of
results between models:

4 Labels 2 Labels
No IP and Port features vs. No IP and Port features vs.
New transformed features (option L) New transformed features (option L)

p-value Significant results? p-value Significant results?

8.166E-06 Yes 9.692E-06 Yes
Fig 9. Results of the Wilcoxon paired rank-sum test to check significance of the better results obtained when adding the proposed transformed features.

4.1.2 IP addresses co-occurrence prediction

The same features obtained with the Encoding model (Section 3.3) can also be used to predict whether a pair of source and
destination network addresses will be part of a new test connection. The prediction results are obtained with a test set formed by
source and destination addresses never seen during training, some of them associated to real traffic and others to randomly
selected addresses (fake connections). All source and destination addresses (for real and fake connections) are extracted from the
set of network addresses in CICIDS2017.

The prediction is made with the model proposed in Section 3.3, where the output probability produced by the model
corresponds to the probability that the source and destination addresses belong to the same connection (co-occurrence). Fig. 10
presents the results obtained by using different feature set options (described in Section 4.1.1). We have chosen the most
representative set of options. These options form the columns in Fig. 10 with the rows providing different prediction metrics. The
first column in Fig. 10 corresponds to a dummy classifier that makes random predictions for each pair of network addresses in
the test set; this is because in this case you do not have any IP and Port information to base your prediction on. The reason for
not including option B (“IP and Port frequency features”) in Fig. 10 is because this option provides IP and Port frequency
features, but not the frequency for the combination of source and destination addresses, which would have produced extremely
small and similar frequency values.

When analyzing the results of Fig. 10 is interesting to see the excellent prediction metrics obtained when using the new IP
distance features. The best results are again given for the same selection of hyper-parameters for the model that gave already best
results for improving network intrusion detection. The good results provide an additional indication that the proposed distances
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contain (in a reduced set of values) valuable information to discriminate between real and false connections within a huge
combinatorial space.
The results in Fig. 10 have been obtained with the dataset CICIDS2017 (Section 3.1.1).

Feature Sets

(IP,Port, IP+Port), 1000,3
5000,5
L

A
No IP and Port features
D
New transformed features
E
New transformed features
(IP,Port,IP+Port),3000,3
G
New transformed features
(IP,Port,IP+Port),3000,5
H
New transformed featuress
(IP,Port, IP+Port),3000,2
K
New transformed features
(IP,Port, IP+Port, IP1,1P2,1P3,1P4),
New transformed features
(IP,Port, IP+Port, IP1, P2, 1P3,1P4),
3000,3

Accuracy 0.5000( 0.8250f 0.8585| 0.6930| 0.8368| 0.6805| 0.8569
F1 0.4994| 0.8417[ 0.8716| 0.6496| 0.8556] 0.6280| 0.8703
Precision 0.5000{ 0.7683|0.7978| 0.7565| 0.7672 0.7516| 0.7958
Recall 0.4989| 0.9306| 0.9605[( 0.5691] 0.9670f 0.5393| 0.9601
AUC 0.5002] 0.8999] 0.9125| 0.8493] 0.9077 0.8358| 0.9184

Fig 10. Table of prediction results for the detection of real vs. false pairs of source and destination addresses

4.2 Results for the CICDD0S2019 dataset

All the results presented in this section have been produced with the dataset CICDD0S2019 (Section 3.1.2). Similar to the
results attained in Sections 4.1.1 and 4.1.2 (for the CICIDS2017 dataset), this section presents the results obtained by using the
new distance features to improve the prediction results of several classic ML models (Section 4.2.1), and classify a pair of source
and destination network addresses as real or false (Section 4.2.2).

4.2.1 NID prediction

We will apply the new features generated by our model to the two detection scenarios described in Section 3.1.2: a) detection
of Normal and Attack traffic and b) detection of Normal, Syn, UDP and UDPLag attacks. The first scenario poses a binary
classification problem with a very unbalanced dataset, and the second scenario a similarly highly unbalanced multi-class
detection problem. The results obtained for the first scenario are presented in Fig. 12, and the second in Fig. 11. The meaning
and structure of the diagrams in Fig. 11 and 12 are the same used for Fig. 6 and 7 in Section 4.1.1.

Fig. 11 presents the prediction metrics of six ML models to classify the 4 labels provided by CICDD0S2019. The first column
presents the results using no information about network addresses (Option A), the second column presents the results using the
IP and Port frequency features, and the third column using the transformed features explained in Section 3.3. The hyper-
parameter values used to obtain the features in the third column correspond to the combination described as option L in Section
4.1.1. In this case we will only show the prediction metrics with the feature set that provides the best results for CICIDS2017.
Our intention with CICDD0S2019 is to show the good generalization of the results obtained for CICIDS2017.

Looking at Fig. 11, we can see that the prediction results of option A are already quite high, without using the new features,
and they improve even more when they are used. The boxplots to the right of Fig. 11 also give a visual indication of the
improvement in the distribution of results statistics when the new features are used. We obtain an improvement in the results of
5% on average (Fig. 11 bottom-left).

CICDD0S2019 is an extremely unbalanced dataset for the 2-labels scenario, with extremely good classification results without
using the new features and, almost perfect predictions when using them, this is the reason why, even when there is an
improvement when using the new features, this improvement is not evident (Fig. 12). The box-plots for these results (right part
of Fig. 12) present only some outliers with the interquartile intervals collapsing into a single value. These graphic results make it
difficult to appreciate the improvement obtained when adding the new features for the 2-labels scenario. We need to resort to a
statistical hypothesis test, such as the Wilcoxon test, to verify the significance of the improvement (Fig. 13). We have applied the
Wilcoxon one-sided paired rank-sum test for the comparison of performance metrics. Fig. 13 presents the Wilcoxon test results
applied to the two options: options A (“No IP and Port features™) and L (option with the new transformed features) and the two
detection scenarios (4 and 2 labels) for the CICDD0S2019 dataset. The test used is one-side to specifically check if one of the
groups has higher ranked mean that the other. The hypothesis tests results are presented in the left and right parts of Fig. 13.
Since the p-value obtained is smaller than the usual significance level of 1%, we can conclude that the prediction metrics
obtained by adding the new features (option L) are significantly better than the alternative option (option A) for the two scenarios
(4 and 2 labels) with the CICDD0S2019 dataset.
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Feature Sets

A
No IP and Port features
B
L
New transformed features
(IP,Port,IP+Port,IP1,1P2,1P3,1P4)|
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Fig 11. Prediction results table for different feature sets options (4 labels detection) for the CICDD0S2019 dataset (left diagram) and their associated box-plots
(right diagram). There is an improvement obtained by using the new transformed features, not only by increasing the median value but also by reducing the
dispersion of values.

Feature Sets

A
No IP and Port features
IP and Port frequency features
L
New transformed features
(IP,Port,IP+Port, IP1,1P2,1P3, 1P4),
3000,3
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Fig 12. Prediction results table for different feature sets options (2 labels detection) for the CICDD0S2019 dataset (left diagram) and their associated box-
plots (right diagram). There is an improvement obtained by using the new transformed features, but it is not noticeable due to the imbalance of the dataset and the
already high prediction results using only the numerical features.
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Wilcoxon one-sided paired rank-sum test for difference of
results between models:

4 Labels 2 Labels
No IP and Port features vs. No IP and Port features vs.
New transformed features (option L) New transformed features (option L)

p-value Significant results? p-value Significant results?

1.969E-04 Yes 3.003E-04 Yes

Fig. 13. Results of the Wilcoxon paired rank-sum test to check significance of the better results obtained when adding the new transformed features
(CICDD0S2019)

Similar to what happens with CICIDS2017 (Section 4.1.1), we can obtain a feature importance score for the new features
using several algorithms (e.g. Random Forest, GBM). Fig. 14 presents the feature importance scores for all the features of
CICDD0oD2019, including the proposed new features. We can observe that the new features are among the most important,
despite the excellent prediction results already obtained with the original numeric features. The feature importance is obtained
using Random Forest (based on Gini impurity)[34].
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Fig. 14.In the same way as the results obtained for CICIDS2017, with CICDD0S2019 the cosine distance for the embeddings of IP, IP1, IP2, IP3, IP4, and the
output probability of the proposed model (Prob. of Co-occurrence), are among the 10 most relevant features (feature importance provided by Random Forest).

4.2.2 IP addresses co-occurrence prediction
In the same way as presented in Section 4.1.2, the same features obtained with the proposed model (Section 3.3) can also be

used to predict whether a pair of source and destination addresses are part of the same connection. As in Section 4.1.2, we will
use a test set formed by source and destination addresses never seen during training, some of them associated to real traffic and
others to randomly selected addresses (fake connections). All source and destination addresses (for real and fake connections) are
extracted from the set of network addresses in CICDD0S2019.

Fig. 15 provides the prediction results for the detection of real vs. fake pairs of source and destination addresses for the
CICDD0S2019 dataset. Prediction metrics are high and even better than with CICIDS2017 (Section 4.1.2), which is
understandable since DDoS attacks have a more clearly marked pattern based on the addresses of the attacker and victim.
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Feature Set

17

A
No IP and Port features
L
New transformed features
(IP,Port,IP+Port,1P1,1P2,IP3,IP4),
3000,3

Accuracy 0.5002 0.9801
F1 0.4996 0.9805
Precision 0.5002| 0.9618
Recall 0.4990| 0.9999
AUC 0.5004| 0.9996

Fig. 15. Table of prediction results for the detection of real vs. false pairs of source and destination addresses (CICDD0S2019)

5. CONCLUSION

The transformation of IP and Port network addresses into features that can be easily incorporated into machine learning
models is an open problem with different current proposals. This work presents a novel alternative treatment of these features
that shows several advantages over current methods, and provides a significant improvement in the prediction metrics of modern
classifiers when including the new transformed features.

The source and destination IP and Port addresses are categorical variables of high cardinality. This work proposes a method to
encode them into a small set of scalar values that represent a ‘distance’ between pairs of source and destination network address
elements (NAEs). The proposed encoding model (a neural network) is trained using real and fake connections in a self-
supervised framework and its output represents the probability that the source and destination addresses share a connection. To
create an operational architecture, we apply hash functions to reduce the initial range of values of some NAEs and an embedding
transformation to all NAEs, to allow a semantically meaningful ‘distance’ calculation. The benefits of the proposed method are:
(1) Distances are constructed to represent the likelihood that source and destination addresses share a connection. (2) The use of
these distances as new features (replacing the original addresses) provides an improvement in the prediction capabilities of the
ML models. (3) The embedding tables are very small (thanks to the hash function). (4) Low resources required for the encoding
model. (5) The nature of the encoding model, which is based on a neural network, allows incremental training, this together with
the previous two points allows easy re-training of the model, which is needed in all data network applications with a constantly
changing network traffic.

The experimental results that have been obtained using two different datasets (CICIDS2017 and CICDD0S2019) show that the
transformed features significantly improve the classification (detection) metrics provided by most of the usual ML models.
Likewise, the results demonstrate that the probability estimate given by the proposed model is an excellent predictor of the
probability that two network addresses will share the same network connection.

As future lines of work, we intend to explore the application of new embedding frameworks based on recent ideas that
consider the context more extensively, such as the attention mechanism [35] and subsequent developments e.g. the Transformer
architecture [36].
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