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Adversarial environment reinforcement learning
algorithm for intrusion detection

Guillermo Caminero, Manuel Lopez-Martin, Belen Carro

Abstract— Intrusion detection is a crucial service in today's data networks, and the search for new fast and robust algorithms that
are capable of detecting and classifying dangerous traffic is essential to deal with changing threats and increasing detection difficulty.
In this work, we present a new intrusion detection algorithm with an excellent prediction performance. The prediction is based on a
classifier which is a simple and extremely fast neural network. The classifier implements a policy function that is trained with a novel
reinforcement learning model, where the behavior of the environment is adjusted in parallel with the learning process.

Intrusion detection frameworks are based on a supervised learning paradigm that uses a training dataset composed of network
features and associated intrusion labels. In this work, we integrate this paradigm with a reinforcement learning algorithm that is
normally based on interaction with a live environment (not a pre-recorded dataset). To perform the integration, the live environment is
replaced by a simulated one.

The principle of this approach is to provide the simulated environment with an intelligent behavior by, first, generating new samples
by randomly extracting them from the training dataset, generating rewards that depend on the goodness of the classifier’s predictions,
and, second, by further adjusting this initial behavior with an adversarial objective in which the environment will actively try to increase
the difficulty of the prediction made by the classifier. In this way, the simulated environment acts as a second agent in an adversarial
configuration against the original agent (the classifier). We prove that this architecture increases the final performance of the classifier.

This work presents the first application of adversarial reinforcement learning for intrusion detection, and provides a novel technique
that incorporates the environment’s behavior into the learning process of a modified reinforcement learning algorithm.

We prove that the proposed algorithm is adequate for a supervised learning problem based on a labeled dataset. We validate its
performance by comparing it with other well-known machine learning models for two datasets. The proposed model outperforms the
other models in the weighted Accuracy(>0.8) and F1(>0.79) metrics, and especially excels in the results for the under-represented labels.

Index Terms— Intrusion detection; reinforcement learning; adversarial learning.
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I. INTRODUCTION

Considering the importance of current security attacks on modern highly demanding networks, the economic importance of
services running on these networks and the increased demands on data networks imposed by these services, it is very important to
rely on automatic systems capable of detecting intrusions in a fast and reliable manner. Such a system is an Intrusion Detection
Systems (IDS) [1], being its final goal to fast and accurately analyze network traffic and to predict potential threats.

IDS is identified as one of the main applications of machine learning research to new data networks [2][3][4][5][6]. IDS presents
important prediction problems, since it must handle large, noisy, and unbalanced datasets. Moreover, the features extracted from
the network traffic are complex and usually with a noisy assignment of labels to its corresponding ground-truth state, due to the
difficulty to ascertain the true value of the intrusion state. This difficulty is the reason why the association between the features
and the intrusion labels is done manually.

The data used to train an IDS algorithm are normally provided as a dataset of recorded network features with their associated
intrusion labels. The network features are usually recorded in an automatic manner with a post-manual assignment of their
associated labels. This dataset of network features and their associated intrusion labels is the basic element to train all classic
Machine Learning (ML) models in a supervised learning framework. However, this is not the framework used to train a Deep
Reinforcement Learning (DRL) algorithm [7], which is based on the interaction of an agent with an environment. This environment
receives actions from the agent and returns new states and rewards [7], which are used by the algorithm to optimize the agent’s
policy function. The policy function is used by the agent to compute the next best action, based upon the current state and reward
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(Markov property) [8] provided by the environment. The ultimate goal of the DRL framework is for the agent to produce actions
that maximize the total sum of rewards granted by the environment, along a trajectory of interactions between the agent and the
environment. To translate the DRL terminology to an IDS problem, we can assimilate: 1) the states to network traffic samples, 2)
the actions to label predictions and 3) the rewards to a value associated with the goodness of the prediction, i.e. classification
accuracy (better prediction implies a greater reward value). Considering the differences between supervised and DRL frameworks,
the reinforcement learning (RL) model needs an evident adaptation, because we want to use it with a dataset of pre-recorded
samples formed by network features and associated intrusion labels.

Never used before in IDS, a Reinforcement Learning (RL) algorithm can provide very interesting properties for intrusion
detection: (1) It is a very general framework with a flexible reward function, that does not require to be differentiable. (2) Once
the training is done, the resulting policy function is usually a simple and fast neural network. (3) Thanks to the use of simple reward
functions, the algorithm is suitable for online training, which allows a rapid response to changes in network conditions.

Considering the above points, we propose a new model that integrates a simulated environment, which provides samples of
network traffic and rewards with an agent, which implements the classifier, and which is trying to predict the correct intrusion
label based on the network samples given by the environment. The rewards generated by the environment will be positive/negative
depending on the correct/incorrect prediction of the agent. The algorithm is trained with the objective of maximizing the total sum
of rewards. An important characteristic of this simulated environment is that it randomly extracts the new samples (states) from
the dataset of pre-recorded samples. This initial strategy of random extractions provides good results, however we have designed
for the environment a more sophisticated behavior that is learned during training, acting against the agent’s policy (adversarial),
so better results may be obtained. That is, the environment behavior is actively trying to reduce the rewards given to the agent, by
increasing the classifier’s incorrect predictions and forcing it to learn the most difficult cases. The resulting new algorithm is then
called Adversarial Environment using Reinforcement Learning (AE-RL). How the sampling process and reward function is
implemented by the modified environment constitute the specific nature of the proposed model. AE-RL is particularly suited to
incorporate a supervised problem which make use of a labeled dataset into a DRL framework.

One of the problems of RL algorithms (when dealing with labeled datasets) occurs when the dataset is not properly balanced.
This fact is important in all machine learning algorithms, with a special emphasis on the RL algorithms, since they do not know a
priori the correct label used to adjust the weights and minimize the error function. These algorithms learn from transitions through
trial and error, therefore when a dataset is highly unbalanced, it is difficult for the algorithm to classify under-represented samples
without incurring in over-fitting for the rest of the data. Facing this dilemma as the main motivation, we propose AE-RL. With this
objective, the method aims to maximize the total sum of rewards by obtaining a balanced learning for classification tasks. For this
purpose, the intelligent environment is used to provide the most interesting samples based on an exploration-exploitation principle
that is present in all reinforcement learning algorithms. The resulting sampling strategy permits a more balanced learning for the
less frequent samples. This novel approach allows us to overcome the exploration problems in these algorithms and to deal with
unbalanced datasets.

To evaluate the performance of AE-RL, we have compared it with a series of well-known and widely used supervised machine
learning models: Linear and Radial Basis Function (RBF), Support Vector Machine (SVM), Multilayer Perceptron (MLP),
Gradient Boosting Machine (GBM), Random Forest, AdaBoost, Multinomial Logistic Regression and Convolutional Neural
Networks (CNN), and several classic DRL algorithms: Double Deep Q-Network (DDQN), Dueling DDQN and Asynchronous
Advantage Actor Critic (A3C). These algorithms cover most of the different areas of machine learning that are used to implement
classifiers: neural networks, linear models, kernel methods, bagging and boosting models, deep learning and reinforcement learning
models. In particular, it is important to highlight the differences between the performance results of AE-RL with the other DRL
algorithms, which have a related but not similar nature. A detailed presentation of results is provided in section IV.

The AE-RL algorithm produces a dynamic sampling process which usually implies an over-sampling/under-sampling of the
minority/majority classes of an unbalanced dataset. This is achieved with the intelligent sampling provided by the simulated
environment and is quite different from other classic static over-sampling/under-sampling algorithms. Classic over-sampling
methods create new samples close in “distance” to existing samples that belong to some specific minority class (e.g. Synthetic
Minority Over-sampling Technique, SMOTE) [9], and additionally can give a higher “weight” to samples that are harder to learn
(closer to a majority class) (e.g. Adaptive Synthetic Sampling, ADASYN) [10]. Similarly, the under-sampling techniques reduce
the number of samples of the majority classes, either by random under-sampling or by substituting a number of samples by a
representative one (either original or synthetic). Considering these analogies, it is interesting to compare the performance results
of AE-RL with these other classic over-sampling/under-sampling methods. This comparison is provided in Section 1V. The static
over-sampling/under-sampling methods produce the new samples prior to training. In contrast, the model proposed for AE-RL
generates the samples dynamically during training and depends on the training process. Additionally, the samples produced by



many over-sampling/under-sampling methods are synthetic, that is, new samples that are related to the original ones but not
identical. In contrast, AE-RL does not generate synthetic samples, so it better preserves the original information contained in the
data set.

It is also interesting to appreciate the differences of AE-RL with the bagging (e.g. Random Forest) and boosting (e.g. AdaBoost,
GBM) algorithms, when dealing with the problems of generalization and dataset imbalance [11]. AE-RL modifies the training
frequency of each sample based on its training error, dealing with imbalance and providing excellent generalization errors (Section
IV: accuracy and F1 metrics on the test dataset). Boosting methods are also directed by the sample training error, but they operate
by changing the weights given to each sample, increasing the weights of the samples with larger errors in a series of additive
models (ensemble model). Boosting deals well with generalization and imbalance. Bagging is based on training a series of models
using random sampling with replacement (bootstrap) of the original dataset, the final model is based on averaging the results of all
the models (ensemble model). In the case of bagging, the successive resampling of the dataset is based on random sampling and it
is not based on training results. Bagging deals well with generalization but not directly with imbalance unless additional cost
factors are introduced.

To carry out the experiments, we have chosen two well-known datasets: NSL-KDD [12] and AWID [13]. These intrusion
detection datasets have been extensively studied, contain a sufficient number of samples to obtain significant results and are highly
unbalanced, with most of the samples associated with a few labels. Both datasets are divided into training and test sets. All
performance results for both datasets are provided over the test sets.

As a summary, the motivations/contributions of this work are:

- To propose a new classifier model for intrusion detection in networking.

- To present a classifier which is fast, flexible and with excellent performance metrics for prediction.

- Tointegrate the RL framework with a supervised classification problem.

- Toexplore the important field of research of multi-agent and adversarial RL, and its application to intrusion detection.

- To apply, for the first time, an adversarial RL to address the training bias associated with an unbalanced dataset. And, to
provide a comparison of the results of our proposed model with other models which deal with this imbalance problem using
static (e.g. SMOTE, ADASYN) methods.

The paper is organized as follows: Section Il identifies related works. Section 111 presents the dataset used for the experiments
and the model proposed in detail. Section IV shows the results obtained and finally, Section V provides discussion and conclusions.

Il. RELATED WORKS

There are many works in the literature presenting results for intrusion detection using different datasets. Nevertheless, comparing
results is a difficult task, since an important source of differences relies on the test set used to obtain the detection scores. In many
published works it is different from the original test set, or it is not clear which one was used.

As far as we know, there are no previous works applying DRL for intrusion detection with the same premises used in this work,
however many consider existing machine learning and deep learning models. In this section we present the most representative of
these works applied to the NSL-KDD and AWID datasets.

We also discuss the most significant works applying reinforcement learning (RL) to intrusion detection and classification in
general, and related works that, applying techniques other than DRL, adjust the class distribution of a dataset by over-
sampling/under-sampling to achieve a balanced training.

Machine learning and intrusion detection: Intrusion detection can be addressed as anomaly detection [14] or as a classification
problem, depending on the available data. In this analysis we focus on the classification perspective. Many works apply ML for
intrusion detection with the NSL-KDD dataset: in [15] they report an accuracy of 79.9% for test data for the 5-labels prediction
scenario, applying an MLP with three layers. Authors in [16] report an F1 of 98% for the 5-labels scenario using AdaBoost with
Naive Bayes as weak learner and a previous feature selection; test results are based on 10-fold cross validation over the training
data, not on the test set. Finally, in [17] a variational autoencoder is proposed to perform detection on NSL-KDD with a 5-labels
configuration, obtaining an overall accuracy of 80%.

Considering the AWID dataset, the original work that first presented the dataset [13] is an excellent source of results for different
ML models for intrusion detection. In this work, the authors apply 8 algorithms (AdaBoost, Hyperpipes, J48, Naive Bayes, OneR,
Random Forest, Random Tree and ZeroR) to the dataset. They perform a thorough comparison of the models, and the J48 model
presents the best results reporting an accuracy of 96% and a F1lof 94.8%.

Recently, a survey in [4] presents a complete review of the ML models for intrusion detection in 10T networks.

Reinforcement learning and intrusion detection: The work in [18] presents an anomaly detector based on reinforcement
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learning with a simulated network environment, where anomalies are injected in a controlled manner and the reward is based on
the correct detection of the anomalies. From a logical point of view, this experiment presents similarities with the present work:
although the environment is physically simulated, the reward function is manually controlled and is not generated by the
environment itself, and the real-time generation of sequences of actions, states and rewards could be assimilated to those registered
in a dataset. However, the techniques applied in [18] notably differ from the present work, since they use a Q-learning algorithm
based on a look-up table, that requires a discretization of states to avoid an explosion in the table size. In contrast, current DRL
models use function approximators based on neural networks (NN), which allow generalizing their application to states of any size
with continuous or discrete values. In [19][20][21] they also employ look-up tables with temporal difference (TD) learning [22]
for intrusion detection in live sequences of traffic flows.

Multi-agent reinforcement learning and intrusion detection: Authors of [23][24], in a different framework perform intrusion
detection by applying reinforcement learning based on a multi-agent architecture, forming a hierarchy to detect anomalies. The
configuration of agents is not adversarial. They require the discretization of the state space to apply a look-up table. None of the
above works apply DRL models to intrusion detection. The results provided apply to its own simulated network and cannot be
compared with the results of this work.

Reinforcement learning and classification: In [25] a DRL approach based on an actor-critic model to perform classification
over several well-known UCI datasets (e.g. Iris, Hepatitis...) is presented. Considering the applied technique this work is similar
to ours; however, there are differences in the taken approach to perform classification, based on extending the state space dimension
with additional ancillary variables (features) used as memory cells, in a copy and erase process together with a complex reward
scheme. This has a major impact on complexity and computational performance (e.g. training times) and follows a very different
strategy from the one presented in this work, which applies simple reward functions and does not require feature engineering. Also,
in [26] a demonstration of classification by reinforcement learning is shown, and it is compared with traditional classifiers such as
SVMs obtaining similar ratios without the need of feature engineering. Authors in [27] present an actor-critic reinforcement
learning model based on Temporal Difference (TD) learning, applied to classification using a fuzzy adaptative learning control
network. The resulting model is applied to the very simple Iris dataset.

Adversarial reinforcement learning: There are excellent overviews of multi-agent and adversarial reinforcement learning, and
none of them present results for intrusion detection [28][29][30]. Current applications are mainly found in the field of games or
related commercial application (e.g. e-negotiation systems).

In [31] an adversarial environment is described, in which the objective is a classifier that makes mistakes by performing small
modifications to the training data. This framework is not applicable to the type of classification provided in this paper, whose
intention is to make correct classifications instead of forcing an error in the algorithm.

Adversarial in cyber environments: In [32] a simulated network environment as a cybersecurity zero-sum game with
incomplete information is presented, where two adversarial agents (attacker and defender) try to win the game. The result of the
game cannot be transformed into a classifier and the applied methods for the policy of reinforcement learning are Monte Carlo and
Q-learning (based on a look-up table), so not DRL. Authors in [33] introduce an adversarial environment based on reinforcement
learning where a defender and attacker dynamically adjust their behavior. The work focuses on cybersecurity attacks and is
specifically aimed at the Heartbleed attack. The study is mainly theoretical and is based on an ad-hoc RL algorithm; the results are
based on numerical simulations not on real data.

Over-sampling of unbalanced datasets for intrusion detection: In [34] a complete analysis of several over-sampling
algorithms applied to the NSL-KDD data set is provided. [34] proposes a new over-sampling method called Variational Generative
Model (VGM) based on a variational autoencoder. This work applies the new method together with 7 variants of SMOTE and
ADASYN to the NSL-KDD dataset (5-labels scenario) to generate synthetic data that is used to train several well-known classifiers
(Random Forest, Logistic Regression, Linear SVM and MLP). The classifiers obtain the best performance increase when
generating new data with VGM, producing a significant increase in performance compared with no-oversampling. Even
considering this new over-sampling technique, the results obtained with AR-RL outperform the performance metrics (Accuracy
and F1) obtained with VGM for all classifiers. Section IV provides a complete comparison between the results obtained in [34]
and the results of AE-RL.

I1l. WORK DESCRIPTION

In this Section, (1) we describe the datasets chosen to compare the detection capacity of the different models, and (2) provide a
comprehensive review of our proposed model (AE-RL).
The datasets employed are described in Section I11.A. The proposed model is presented in detail in Section I11.B.



A. Selected datasets

To verify the capabilities of the proposed model for intrusion detection under different conditions, we have chosen two well-
known datasets in the field of intrusion detection: NSL-KDD [12] and AWID [13].

Each one offers the opportunity to evaluate the performance of the model under different number of intrusions and attacks
distribution.

1) NSL-KDD dataset

The NSL-KDD [12] dataset is a classic well-known IDS dataset. NSL-KDD dataset is an evolution of the KDD-99, solving the
redundant records problems of the original dataset. The NSL-KDD dataset has 125973 training samples and 22544 test samples,
containing 41 features: 38 continuous and 3 categorical (discrete valued). These features have been additionally transformed:
scaling all continuous features to the range [0-1] and one-hot encoding all categorical features. This provides a final dataset with
122 features: 38 continuous and 84 with binary values ({0, 1}) associated to the three one-hot encoded categorical features. This
is a very unbalanced dataset with a frequency of 43.1% and 1.7% for the most and least frequent labels.

Each training sample has a label output from 23 possible labels (normal plus 22 labels associated to different types of anomaly).
The test data has the same number of features (41) and output labels from 38 possible values. That implies that the test data has
anomalies not presented at training time. The 23 training and 38 testing labels have 21 labels in common; 2 labels only appear in
training and 17 labels are unique to the test dataset. Up to 16,6% of the samples in the test dataset correspond to labels unique to
the test dataset, and which were not present at training time. The existence of new labels at testing introduces an additional
challenge to the learning methods.

To facilitate interpretation of results the 23 labels have been aggregated into meaningful categories. As presented in [12], the
training/testing labels can be associated to one of five possible categories: NORMAL, PROBE, R2L, U2R and DoS. All the above
categories correspond to an intrusion except the category: NORMAL, which implies that no intrusion is present. We have
considered these five categories as the final labels driving our results (Section V). These new labels are useful for characterizing
intrusions, maintaining a fairly unbalanced distribution (an important feature of intrusion data) and with a number of samples, in
each category, large enough to provide significant results.

To visualize the unbalanced nature of the NSL-KDD dataset, Fig. 1 shows the frequency distribution of the intrusion classes (on
the left) and the types of attacks (on the right) for the NSL-KDD training dataset. In the analysis performed here, we have 5 possible
intrusion classes and 23 possible attack types
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Fig. 1. Frequency distribution of intrusion classes (left) and types of attacks (right) for the NSL-KDD dataset

2) AWID dataset

The publicly available Aegean WiFi Intrusion Dataset (AWID)[13] contains a rich blend of normal and attack traffic against
IEEE 802.11 networks. AWID is larger and more recent than NSL-KDD.

AWID offers two different groups of data. We have chosen the AWID-CLS-R that includes a separated training and test datasets.
The dataset provides a class label with 4 values: normal, flooding, injection and impersonation; the first corresponds to a non-
attack situation and the rest to different types of attacks. The dataset contains 154 features (continuous and categorical) with
1.795,574 and 575,642 samples for the training and test datasets, respectively. After discarding the features with null values,



constant values and network addresses we reduced their number to 24 features (continuous and categorical). The continuous
features have been scaled to the [0-1] range and all categorical features are one-hot encoded.

This is also a very unbalanced dataset with 91% of normal samples and 9% associated with anomalies: 2.7% flooding, 2.7%
impersonation and 3.6% injection. Fig. 2 clearly shows the imbalance in the class distribution of the AWID dataset.
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Fig. 2. Frequency distribution of intrusion classes for the AWID dataset

B. Model description

We propose a novel model called AE-RL that implements a classifier based on the theory of RL [8]. In an RL framework, an
environment informs an agent of the state of the environment and the agent responds with an action within the environment. This
action eventually produces a change in the state of the environment. The environment responds to the action of the agent with a
reward that is associated with how good/bad the action is in terms of some final goal. Considering this framework of an agent that
interacts with a live environment, our proposed model provides the following modifications:

- We provide a simulated environment whose states correspond to random samples taken from a dataset of labeled attacks

(network intrusions).

- The agent implements a classifier which tries to predict the intrusion label from the states provided by the simulated

environment

- The simulated environment produces rewards according to the correct/incorrect predictions of the agent

The new framework obtained by the previous modifications allows applying a well-known RL algorithm (Q-learning algorithm)
[8] to classify intrusions using a dataset of pre-recorded intrusion data.

The Q-learning algorithm is based on finding the best Q-function for the agent (the classifier in our case). A Q-function estimates
a value for each state-action pair, this value corresponds with the sum of the rewards for the given state considering that we take a
certain action and then move forward with the current policy. An important result is that the Q-function can be calculated iteratively
by the following expression [8]:
Q(SuA) <« QS A +a [Rt+1 + meXQ(5t+1:At+1) - Q(St-At)] 1)
Where S, is the current state, A, is the current action, A, is the next action, R, is the next reward value, « is the learning
rate and y is the discount factor, which in this case is set close to zero because the states are not correlated with each other (they

are obtained by sampling the dataset, not in a sequential order), and therefore there is no need for the algorithm to remember
previous states. Values of 1.0 and 0.001 for a and y have been used, respectively.

In order to approximate the Q-function, a fully connected neural network (NN) is used, following [35]. The input to this NN is
the current state, which corresponds to the features extracted from the labeled dataset. The output of the NN represents the Q-
function for the set of available actions. As mentioned earlier, the Q-function corresponds to how good is taking some action in
the current state. In [35] the Deep Q-Network (DQN) algorithm followed by the AE-RL algorithm (see Table 1) is described. The
DQN model does not apply the expression in (1) to update the Q function, but a related one based on a quadratic loss function:

(Res1 + ¥ max Q(Se+1,Ars1) — Q(Se-A))? (Table I).

The framework that results from the above premises, based on the Deep Q-Network algorithm, provides good detection results
(Section 1V: Fig 7; results for the DDQN model). However, considering the unbalanced nature of the dataset, where normal traffic
is highly over-represented, we have changed this original framework to provide the environment with an intelligent behavior
beyond the random sampling of the dataset. This change allows us to address the problem of the unbalanced dataset with a new



model that performs a dynamic and intelligent resampling of the dataset during training.

In this new model (AE-RL), we associate a new reinforcement learning agent to the environment. Both agents, the environment
agent and the classifier (main) agent, are trained in parallel (both using DQN). The action (output) of the classifier agent will be
the intrusion type prediction for a sample of the dataset (input), and the action of the environment agent will be the class of attack
that will be used to generate new samples in the training process. Therefore, even when both agents have a similar structure, the
main agent acts as a classifier and the environment agent acts as a selector of the attacks that will be used in the next round of
training. The two agents work in an adversarial model based of the rewards offered to the (main) agent which are inverted for the
environment agent. In this way, the environment agent will try to direct the generation of samples to increase the errors produced
by the classifier agent (reduce its rewards), forcing the classifier to focus on the most difficult samples.

With this framework, the new model generates a more balanced data sampling by producing samples in which the classifier fails
more frequently. This may be due to the low frequency of occurrence in the training set or to the difficulty of prediction for some
states. All positive rewards for the main agent will be negative for the environment. In this way, the environment learns which are
the classes in which the main agent fails most frequently and with a certain probability increases the frequency of these samples.
To do this, we use two different Q-functions: a Q.(s, a) function responsible of the optimization of the classifier and another
Q. (s, a) function for optimizing the environment. Both functions refer to the same principle of how good it is to take an action at
a certain state, but the number of actions considered can be different. In this case, for the NSL-KDD dataset, the Q-function for
optimizing the classifier has a set of actions (4. € [0 — 4]) corresponding to the number of classes of the classifier. On the other
hand, the Q-function responsible for optimizing the environment has a set of actions (4 €[0—-22]or A € [0—-37))
corresponding to each of the possible attacks in the training/test data set.

€train €test

The policy followed throughout the training corresponds to a decreasing epsilon-greedy so that the exploration is initially high,
reducing its value along the episodes. We consider an episode as a training round throughout the entire dataset, in this case another
usual denomination for episode is epoch. Both the agent and the environment choose their actions considering their policy, being
the lower bound of epsilon different for each case. In order to maximize detection, the lower bound of epsilon for the classifier
policy will be low, while the lower bound of the environment policy will be set as a hyperparameter.

The method followed throughout the training corresponds to the following sequence (Table 1): (1) The Q functions of the
environment and the classifier agents are initialized to a random value. In addition, an initial s, state is randomly chosen among
all the states in the dataset in order to feed the @ function and obtain the action values for this state. It is important to keep in mind
that a state is a sample from the dataset. (2) Next, the environment chooses an action a,, (intrusion label) based on its policy and
the current state. (3) The environment selects the current state randomly from the dataset s,, whose action corresponds to the one
chosen by the environment, shown as S(a,,) in Table I, which provides the feature-label pair (s, a.,) (4) Given the state selected
by the environment, the agent tries to classify this state based on its own policy and assigns it to an action (a,,) being this step the
same as a normal DQN algorithm. (5) This action: a., (intrusion label) is sent to the environment and compared with the ground-
truth label, if both are the same, the correct classification provides a positive reward to the agent and if they are different the
positive reward will be for the environment. (6) The new state is given by the environment as in a typical DQN algorithm, based
again on its action value function and following its policy, providing the next feature-label pair (s;44, ac,,,)- (7) With the reward
values obtained and the next states inferred, the policy functions of both the classifier and the environment agents are updated
according to the DQN update rule [35].

The reward function applied has been a simple 1/0 reward, with a value of +1 for a positive reward and 0 for a negative reward.
In addition to the 1/0 reward, other reward functions were tested, in particular, the functions cross-entropy and categorical hinge
were used to evaluate the distance between the predicted and ground-truth actions (labels), associating that distance with a reward
(shorter distance equals greater reward). Another reward function that was examined was to provide a different reward according
to the type of attack. The simplest 1/0 reward was finally selected due to better performance.

Table | shows with a gray background the steps of the algorithm that deviate from a normal DQN algorithm. These additional
steps make it possible to train the environment agent (with an adversarial strategy).



Algorithm for AE-RL.:
Initialize Q. (s, a.,) arbitrarily
Initialize Q. (s, a.,) arbitrarily
Repeat (for each episode):
Initialize the state value: s, = random sampling (dataset)
Choose environment’s initial action a,, using policy derived from Q. (s, a.,)
Replace s, using s, = random sampling (S(a,,)), where S(a,,) are all samples whose label is a,,
Repeat (for each time step, t— 0 to N):
Choose agent’s action a., using policy derived from Q. (s, ac,)
Take RL step obtaining (7;,, 7¢,,S¢41):
Obtain rewards for the agent and the environment: ;. , 7,
Obtain next state:
Choose next environment’s action a,,, , using policy derived from Q. (s;, a.,)
Replace s, using: s,,; = random sampling (S(a,,,,)), where S(a,,, ) are all samples whose label is a,,, ,
Q function update:
Apply gradient descent on the loss function given by: (7., + v g:i)i Qe(St+1,3epy 1) — Qe(Ser ae,))?

Apply gradient descent on the loss function given by:  (r;, +y max Qc(Str1,8cry,) — Qc(se ac,))?
Ct+1

Table I. Algorithm for the new model AE-RL.

In the definitive algorithm implemented by AE-RL we added three additional refinements to the one presented for simplicity in
Table I: a) The final algorithm implemented by AE-RL is based on DDQN [36], which is a variant of DQN using two separate
networks to select and to evaluate an action. b) The actual loss function used to train the agents is based on a Huber loss, which is
similar to a quadratic loss up to a threshold and linear beyond that value. The objective of the Huber loss is to reduce the values of
the gradients that could experience explosive behavior. ¢) Since we have two agents implemented by two different neural networks,
we apply two epsilon-greedy strategies. We start both networks with a high epsilon value that is reduced during training to a final
value of 0.8 for the environment network and 0.01 for the classifier network. We have empirically learned that having a high value
of epsilon for the environment (active exploration) is important to achieve good results.

Fig. 3 shows the elements that integrate the algorithm and how the environment is acting as a pseudo-agent that works in an
adversarial mode in relation to the main agent (lower part of the diagram) that constitutes the classifier.

\

RL Environment Tt
Training Dataset
oy -
Agent " - >
(Environment) |e— St+1
v

Se

Agent
(Classifier)

A A

Fig 3. Reinforcement learning interaction between the agent and its intelligent environment.

Fig. 3 presents a high-level view of the AE-RL algorithm, more detail is provided in Fig. 4 that graphically depicts the functional
blocks and steps enumerated in Table I. Fig 4 separates the operation of the algorithm in the training and prediction stages. The



upper part of Fig. 4 represents the training stage, where the blocks with the slightly yellow background are associated to the
operation of the environment. The diagram shows the ongoing operation, and s, represents the initial conditions where the initial
state is taken randomly from the dataset. The prediction stage (lower part) is exclusively based on the already trained classifier
agent . Both the environment and classifier agents are based on very simple neural networks, as shown in Fig. 5.
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Fig. 4. Details of the AE-RL algorithm for the training and prediction phases.

Fig. 5 shows graphically the architecture on which both the attacking agent (environment) and the defending agent (classifier)
are based. In both cases, the architecture is composed of a simple shallow neural network with 1 or 3 layers and 100 units per layer.
The simplicity of this architecture provides a competing response time while the reinforcement learning training optimally adjusts
weights and biases. In this figure it is possible to appreciate that both the attacker and defender have the features of the current
sample as their input, but producing different outputs depending on the network. For the defender, the output is a prediction of the
intrusion class (one of 5). For the attacker, the output is one of the 23 possible attacks that will be used to choose a random sample
that corresponds to this output attack (one of 23). Therefore, the neural network for the defending agent implements a classifier,
but the neural network for the attacking agent cannot be seen as a classifier but as a generator of attack classes.
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[ : [ ® L
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Fig. 5. Neural network architecture for the attacking agent (environment) on the left and the defending agent (classifier) on the right.

Fig. 6 shows the evolution of the distribution (histograms) of attacks generated by the attacking agent during training throughout
different epochs (training iterations), for the NSL-KDD dataset. The histograms only show the 23 possible attacks for the training
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dataset. Initially (0 epoch), the environment provides attacks randomly. As the training continues, the environment agent learns
and sends attacks that maximize its reward, which varies over time. We can observe that the frequency of the different classes of
attacks changes in a stochastic way, but it shows a tendency to increase the importance of several attacks: satan, ipsweep and
warezclient, reducing at the same time the importance of normal traffic. This is exactly the behavior we want to observe in a
dynamic (intelligent) algorithm that tries to compensate for the bias training produced by an unbalanced data set.

We have chosen the NSL-KDD dataset for Fig. 6 because it provides more types of attacks than AWID, which makes it easier
to appreciate the redistribution of attack frequencies that the environment performs.
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Fig. 6. Evolution of the distribution of attacks generated by the attacking agent (environment) during training (NSL-KDD dataset).

It is interesting to compare the frequency of attack types (right part of Fig. 1) that are present in the training dataset with the
distribution of attacks generated by the environment agent of AE-RL (bottom-right of Fig. 6). This comparison provides a clear
view of how the intelligent environment actively modifies the unbalanced distribution of samples to improve the classification
results.

IV. RESULTS

In this section, we compare the results of applying our proposed algorithm (AE-RL) with different machine learning models to
the chosen IDS datasets: NSL-KDD and AWID. We have selected some of the most common machine learning, deep learning and
deep reinforcement learning techniques to perform the comparison, including: Logistic Regression, Support Vector Machine
(SVM) with linear kernel and Radial Basis Function (RBF) kernel, Random Forest (RF), Gradient Boosting Machine (GBM),
AdaBoost with simple trees as weak learners, MLP, Convolutional Neural Network (CNN), and several well-known DRL
algorithms: DDQN[35][36], dueling [37] and A3C [38].

All the results presented in this paper are based on the test sets defined in Section I11.A. To analyze the prediction performance
for the different models, and considering the highly unbalanced distribution of labels, we provide the following performance
metrics: accuracy, F1 score, precision and recall. We base our definition of these performance metrics on the usually accepted ones
[1]. Regarding highly unbalanced datasets, F1 is considered a better metric for prediction performance than accuracy, precision
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and recall. This metric (F1) will be used to rank the different algorithms applied to the two datasets.

When facing a multi-class classification problem, results can be presented in two ways: ‘aggregated’ and ‘one vs. rest’.
Considering the one vs. rest approach, we focus on a particular class (label) and consider the other classes as a single alternative
class, simplifying the problem to a binary classification task for each particular class (one by one). In the case of aggregated results,
we try to give a summary result for all classes. There are different alternatives to perform the aggregation (micro, macro, samples,
weighted), varying in how the averaging process is done [39]. For the results presented in this paper, we have used the weighted
average provided by scikit-learn [39], to calculate the aggregated F1, precision and recall scores.

Aggregated performance metrics are summarized in Fig. 7 for the NSL-KDD dataset. In addition, prediction and training times
are essential for 1DS, since traffic is permanently changing. Good prediction metrics by themselves are not enough for deciding
the best model. In Fig. 10 the computing times required for the training and prediction phase for all models are shown.

The best results for the F1 aggregated metric (for the NSL-KDD) are obtained by SVM-RBF, followed closely by AE-RL and
the rest of the models notably behind (Fig. 7). Accuracy scores follow a similar pattern. We can observe that AE-RL provides an
F1 score very similar to SVM-RBF (Fig. 7), but its main advantage comes from requiring much less time resources to perform
prediction, as becomes evident from the prediction times for all models shown in Fig. 10.

Fig. 8 provides one vs. rest scores for the different labels, for the AE-RL model applied to the NSL-KDD dataset. We can
observe how the AE-RL algorithm performs in a way that maximizes the detections of the less frequent labels. It can be seen that
the accuracy for all labels is high, however the results are bounded by the false positives of these labels as shown by the F1 score.
This model provides better results by slightly increasing the number of false positives while greatly reducing false negatives which
is preferred in an IDS scenario. We can see in Fig. 8 the high values of the metrics F1 (> 0.83) and accuracy (> 0.88) for the labels
that are not extremely unbalanced.
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Fig. 7. Aggregated performance scores for all models (NSL-KDD dataset)
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Fig. 8 One vs. Rest performance scores for the AE-RL model applied to the NSL-KDD dataset

Fig. 9 presents the performance metrics of AE-RL (for the NSL-KDD dataset) compared to the performance metrics of other
ML algorithms combined with an over-sampling method. The values for this figure were obtained from [34], which provides a
thorough analysis of the improvements obtained by different ML algorithms (Logistic Regression, Linear SVM, RF and MLP)
when an over-sampling method is applied to the less frequent categories of the dataset. The over-sampling methods considered in
[34] are: VGM, SMOTE, SMOTE Borderline, SMOTE+ENN, SMOTE+Tomek, SMOTE SVM, Easy Ensemble and ADASYN.
We have chosen the performance metrics obtained with the best possible over-sampling method when used in conjunction with
each of the ML algorithms. The over-sampling methods have been used to increase the number of samples of the minority classes
used for training. We can observe, in Fig. 9, that AE-RL outperforms the rest of ML algorithms even when they are used in
combination with the best over-sampling method.
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Fig. 9. Performance metrics of AE-RL compared to the performance metrics of other ML algorithms + over-sampling method (NSL-KDD)

Fig. 10 provides the prediction and training times for all models for the NSL-KDD dataset. Considering prediction times, as
expected, Linear-SVM and Logistic regression present the best prediction times, with models based on DRL and AE-RL with
similar levels. Linear-SVM and Logistic Regression have been implemented using a simple shallow neural network with linear
activation functions, hence their low prediction times. Likewise, all DRL models including AE-RL, are implemented with a simple
non-linear neural network that also produces low prediction times. We can see that AE-RL has a prediction performance similar
to SVM-RBF (Fig. 7), but in contrast it requires much shorter prediction times, and also shorter training times. An algorithm with
short training and prediction times may be critical in deploying an IDS in the new highly demanding data networks. Moreover,
short prediction times is essential for online prediction, hence the relevance of AE-RL in such real-time scenarios.



Fig. 10. Prediction times (upper chart) and training times (lower chart) for all learning models in logarithmic scale (NSL-KDD dataset)
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Fig. 11 provides an interesting chart that shows the evolution of the final F1 metric for the classifier, for different lower bounds
of the environment agent’s epsilon. The lower bound of epsilon is reached during training, starting from a high value (close to 1).
As we can observe in Fig. 11, the best F1 value is obtained for a lower bound of the environment agent’s epsilon of around 0.8,
which means that we must keep a high exploration rate for the environment agent throughout the training in order to obtain better

classification results.

Fig. 11. Evolution of the final F1 metric for different lower bounds of the environment agent’s epsilon (NSL-KDD)
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Fig. 12. shows the confusion matrix of the AE-RL model for the AWID dataset, compared to two well-known algorithms: (a)
an MLP with a structure similar to the one that implemented the policy network in AE-RL, and (b) the J48 algorithm with the
results presented in [13], where J48 achieved the best classification results. The confusion matrix for AE-RL is shown on the left
in Fig. 12 (chart A), while the middle and right positions are occupied by MLP and J48 (charts B and C, respectively). We can see
that AE-RL has the least false negatives for the impersonation and flooding attacks. It is interesting to analyze the results of J48
that, regardless of its excellent aggregate results (Fig. 13), has 93% false negatives for the impersonation attack, which is an
undesirable behavior for a detection system where a false negative is critical, since it implies an intrusion that has not been detected.

AE-RL tries to improve the classification of the less frequent classes. This can be visualized in Fig. 12, where AE-RL is able to
reduce the false negatives for these less frequent classes, at the expense of a higher value of false positives for the normal class.
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Fig. 12. Confusion matrix for the AE-RL algorithm compared to two other well-known algorithms (AWID dataset)

Fig. 13 presents the aggregated performance metrics of AE-RL for the AWID dataset. It also presents the aggregate results for
the MLP, J48 and the rest of the models studied in [13]. The configuration of the models used for Fig 12 remains the same as for
Fig. 13.

We can see that considering the accuracy metric, J48 presents the best results. This is congruent with Fig 12 since J48 presents
zero false positives for the normal class, which is by far the most frequent class. However, we know this does not imply better
performance: in fact, the F1 metric is greater for AE-RL since this metric is more adequate for unbalanced datasets, like the AWID.
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The following points can be considered as a summary of the results obtained by AE-RL:

- AE-RL provides classification results similar to state-of-the-art classifiers.

- AE-RL requires less training time and much less prediction time than similar algorithms, which makes AE-RL ideally
suitable for online prediction.

- AE-RL is especially suitable for unbalanced datasets, since it is specifically designed to avoid classification errors for
under-represented classes.

- AE-RL is especially important in scenarios where false negatives are critical. False negatives are usual within the less
frequent classes, since the algorithms try to obtain the best global prediction performance, which is more easily achieved
by increasing the prediction of the most frequent classes, which implies more false negatives in the least frequent ones.
This is actually the scenario for intrusion detection problems, where attacks correspond to the least frequent classes.

It is important to mention several details about the different models applied in the study. For SVM with linear kernel, we have
used the primal solution which provides a much faster implementation in our specific case (high number of samples and small
number of features). For the SVM with RBF, we used the dual implementation instead. We have implemented the MLP with
several hidden layers (3 layers with 1024, 512 and 128 nodes). Considering the CNN model [40], we have applied the one-
dimensional CNN due to the one-dimensional nature of the features.

We have implemented all the models in python using the scikit-learn package [39], except all linear models (including linear-
SVM and Multinomial Logistic Regression), MLP, CNN and all DRL models for which we have used Tensorflow. To implement
AE-RL, we have also used Tensorflow and Keras with custom code to sample the dataset. All computations have been performed
in a PC with an Intel i7 CPU and 16GB RAM.

The code for the different models, as well as the hyperparameters values, can be found in the GitHub repository cited in [41].

V. CONCLUSION

IDS is a critical service for modern data networks. Network security attacks are complex, cannot be easily assigned to network
patterns and are constantly changing. The special nature of network intrusion detection makes it necessary to investigate new
models that can address some of the difficulties imposed by IDS on a machine learning algorithm, such as: noisy, unbalanced and
complex datasets under changing conditions. This work tries to provide a new alternative, in the form of a model that brings the
RL framework to the IDS problematic. The RL algorithms have been particularly successful in other areas (e.g. robaotic, finance,
videogames, business operations...) and we are able to prove that they may also be available for IDS.

The proposed new model (AE-RL) integrates the reinforcement and supervised frameworks, providing a simulated environment
that follows the guidelines of an RL environment. The resulting environment is able to: 1) interact with a dataset of pre-recorded
samples formed by network features and associated intrusion labels, and 2) select samples with an optimized policy to achieve the
best possible classification results. The specific learning mechanism provided to the environment is based on an adversarial
strategy.

This work presents the first application of adversarial RL for intrusion detection and provides a novel technigue that incorporates
the environment’s behavior into the learning process of a modified RL algorithm. It also proposes a new oversampling mechanism
for the categories with worst performance, which has proven to be beneficial for training the RL algorithm.

As a summary, the contributions of this paper are: (1) Present a novel architecture based on a combination of supervised and
adversarial RL models, making it a perfect alternative for prediction problems in highly demanding networks (e.g. 10T networks)
[42]. (2) Demonstrate that the proposed new model has a prediction performance similar to highly non-linear models (e.g. SVM-
RBF), but with the remarkable advantage of requiring much less computation time for prediction. (3) Propose a model that can be
trained with a differentiable loss function in modern high-performance platforms (e.g. Tensorflow), even when the training is
performed using a reward function that is not required to be differentiable, hence providing higher flexibility to the resulting
classifier. (4) Provide a thorough comparison of our proposed model with several Machine Learning (ML) models for the problem
of intrusion detection in networking (IDS), with a focus on prediction performance, prediction times and model flexibility. (5)
Present a model that is particularly suitable for highly unbalanced datasets since the samples corresponding to incorrectly classified
labels are more often presented for training.

As future lines of work, we plan the possible use of the intelligent environment in other classification tasks. Similarly, an
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interesting variant of the environment can be its implementation as a prioritized experience replay application [43], where sampling
prioritization would be optimized using another agent, trained with the same reinforcement learning algorithms.
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