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Abstract: The integration of artificial intelligence(Al) technologies into identity and access manage-
ment (IAM) systems has greatly improved access control and management, offering more robust,
adaptive, and intelligent solutions than traditional methods. Al-driven IAM systems enhance security,
operational efficiency, and introduce new capabilities in industrial environments. In this narrative
review, we present the state-of-the-art Al technologies in industrial IAM, focusing on methods such
as biometric, comprising facial and voice recognition, and multifactor authentication for robust secu-
rity. It addresses the challenges and solutions in implementing Al-based IAM systems in industrial
settings, including security, privacy, evaluation, and continuous improvement. We present also the
emerging trends and future directions, highlighting Al’s potential to transform industrial security
measures. This review aims to guide researchers and practitioners in developing and implementing
next-generation access control systems, proposing future research directions to address challenges
and optimize Al applications in this domain.
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1. Introduction

The irruption of artificial intelligence (Al) is transforming how we interact with
technology, and the industrial sector is no exception. Al has infiltrated all aspects of our
lives, from communication to work processes. In the industrial sector, Al plays a crucial
role in enhancing security, efficiency, and automation [1].

Within this context, the industrial sector is increasingly adopting Al-driven identity
and access management (IAM) systems to improve access control and management. Tradi-
tional IAM methods, while effective to a degree, often fall short in addressing the dynamic
and complex security needs of modern industrial environments [2]. AI technologies offer
adaptive, intelligent solutions that can significantly enhance the robustness and efficiency
of JAM systems.

Al is particularly impactful in several key areas:

*  Cybersecurity Alis used to detect and respond to cyber threats, identify vulnerabili-
ties, and monitor industrial networks in real-time [3].

¢ Operational Safety Al improves safety and accident prevention by monitoring working
conditions, predicting equipment failures, and assessing operational risks [4].

e Supply Chain Security Al applications include monitoring and tracking goods, verify-
ing suppliers, and preventing theft and loss [5].

* Industrial Automation Al enhances safety in automation, ensuring safety in collab-
orative robots, implementing intelligent emergency stop systems, and simulating
risk scenarios [6].

* Industry 4.0 and IloT Al secures IoT devices, manages identities and access, and se-
cures communications between industrial devices and systems [7].
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IAM systems are essential for ensuring the security and integrity of industrial facilities,
protecting critical assets, and preventing unauthorized access [2]. Al is understood as a
collection of technologies, including machine learning (ML), deep learning (DL), and data
analytics, which are designed to improve decision-making, enhance security, and automate
processes within IAM systems. Integrating Al technologies into IAM enhances security
measures, improves operational efficiency, and enables new capabilities [8].

Al-based IAM systems are becoming essential for ensuring robust data security and
governance across organizations, with market forecasts indicating a rising demand for these
technologies. According to the report [9], the global identity and access management market
size was valued at USD 15.93 billion in 2022 and is projected to expand at a compound
annual growth rate (CAGR) of 12.6% from 2023 to 2030. As such, Al-based IAM systems
are expected to grow in importance and adoption in the coming years.

A systematic review of the literature conducted by Alomari et al. [10] from 2016 to 2021
highlights the growing focus on Al’s role in IAM, with a significant body of work exploring
its potential. This review lays a foundation for further research into Al’s integration with
IAM and its future developments.

This paper reviews the current state-of-the-art Al technologies and their applications in
industrial IAM. From an initial review of the differences between IAM systems in industrial
environments and general ones, we delve into the technologies and algorithms that are
driving the advancements in this field.

Although several research initiatives have driven the deployment of Al solutions in
the context of IAM systems, there are difficulties in assessing the real impact of this research,
as companies often do not publish the outcome of such application. Due to the lack of
sufficient evidence of successful industrial applications of Al in IAM systems, industrial
adoption of the technology may be being mitigated.

Furthermore, based on this assessment, the objective of our research is to propose
a strategic road map to guide both researchers and manufacturers in the transition to-
wards the integration of Al in industrial IAM systems, so the following research questions
were formulated:

RQ1: What are the main contributions of Al in identification and authentication with
application in industrial IAM systems?

RQ2: What are the advanced capabilities that Al can bring to IAM systems?

RQ3: What are the main challenges and future lines of research?

To answer these questions, we start by identifying the main requirements of IAM sys-
tems, especially in industrial environments. Then, we explore various Al-driven methods,
including computer vision for facial recognition, biometric authentication, and multifactor
authentication (MFA), highlighting their capabilities in providing robust identification and
authentication solutions. We also discuss the advanced capabilities that Al brings to IAM
systems and how these capabilities enhance security and operational efficiency in industrial
environments. Furthermore, emerging trends and future directions in Al applications for
industrial IAM are also discussed, providing insights into the potential of Al to transform
security measures in industrial settings. Finally, this article also shows as conclusion the
benefits and challenges in implementing Al-based IAM systems.

In order to carry out this comprehensive review, our methodology involved the follow-
ing steps. Firstly, a literature search on academic databases was conducted using carefully
selected keywords relevant to the research questions such as “artificial intelligence in indus-
trial identity management”, “authentication in industrial settings”, among others, ensuring
that the selected studies were directly applicable to the subject matter. These sources are
recognized for their relevance to industrial cybersecurity and identity management issues.
This allowed us to identify a wide range of peer-reviewed articles, conference papers,
and other credible sources. Secondly, inclusion and exclusion criteria were applied to
ensure that only high-quality, relevant studies were selected. In our review, we included
studies that specifically address the application of Al techniques in identity and access
management (IAM), focusing primarily on peer-reviewed journal articles and conference
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papers published within the last 10 years. However, some older papers were included
due to their relevance. The selected papers discuss Al-driven methods such as machine
learning, anomaly detection, and automated decision-making in the context of IAM secu-
rity. Articles not focused on Al or IAM, outdated technologies, non-peer-reviewed sources,
and duplicate studies were excluded. The identified studies were evaluated according to
their relevance, methodology, and scientific contribution, focusing on practical solutions
for authentication and identity management in industry. This process aimed to eliminate
bias and focus on the most pertinent research to address our research questions. Finally,
the synthesis and analysis of the identified studies was conducted, comparing, contrasting,
and identifying trends, gaps, and areas of consensus or disagreement in the literature.
The information extracted and the corresponding articles were then organized according
to different categories related with the research questions trying to identify the main re-
quirements, use of Al technologies, advanced capabilities, trends, and challenges in the
field of industrial IAM systems. This methodology ensures that the review covers the most
current and relevant solutions, highlighting innovations and challenges in implementing
IAM systems in industrial environments.

Table Al is provided in the Appendix A to offer a clearer overview of the reviewed works.
This table summarizes the application domain, objectives, methodologies, and strengths of
the reviewed articles, offering readers a concise snapshot to better understand the scope and
contributions of each study.

This paper is organized as follows: Section 2 describes the importance of identity and
access management in industrial environments; Section 3 presents the role of Al technolo-
gies in identification and authentication; Section 4 discusses the advanced capabilities of
Al-based IAM systems; Section 5 outlines future research directions in Al applications
for IAM in industrial environments; Section 6 synthesizes and critically evaluates the key
findings from the literature review; and Section 7 summarizes the main findings and con-
clusions of the conducted research, answering the research questions stated above. Finally,
the Appendix A provides a summary of the reviewed works.

2. Background

Identity and access management (IAM) is a critical component for maintaining security
within industrial environments, which include factories, power plants, and other critical
infrastructure. These settings require stringent security measures to safeguard both physical
and digital assets. IAM systems are crucial for controlling who has access to various parts
of an industrial facility and ensuring that only authorized personnel can perform specific
tasks. JAM involves processes, policies, and technologies that ensure the right individuals
have access to the right resources at the right times for the right reasons.

Traditional IAM methods often rely on static rules and manual oversight, which can
be inadequate against evolving security threats and the increasing complexity of industrial
operations. One of the main challenges in industrial environments is managing access to a
wide range of resources, including physical assets, digital systems, and data. This requires
a comprehensive JAM system capable of handling the complexity and scale of industrial
operations while ensuring security and regulatory compliance.

IAM systems in industrial environments must accommodate both IT and OT (op-
erational technology) integration, which requires managing access across traditional IT
infrastructure and specialized OT systems. This environment necessitates real-time ac-
cess control and anomaly detection due to the potential impact on production and safety,
which differs from general IAM systems typically focused on standard IT environments.
Furthermore, industrial IAM must be scalable and flexible to manage a wide range of
devices, from sensors to complex machinery, which contrasts with general IAM solutions
that primarily focus on user-based access rather than extensive device-level interoperability.

IAM systems in industrial environments must address several key requirements,
including the following:
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e User Management and Authentication: In industrial IAM systems, centralized and
distributed user management authentication models offer distinct advantages and
limitations. Centralized models simplify user management and control through a
single authentication server, which efficiently oversees access, enables single sign-on
(550), and streamlines policy enforcement across systems. However, they are prone
to single points of failure and potential security vulnerabilities due to centralized
data handling [11]. Distributed authentication, increasingly enabled by blockchain,
mitigates these risks by distributing trust and authentication tasks across a network,
reducing the chance of total system failure while enhancing data privacy and scalabil-
ity. Blockchain-based models, like RC-AAM, avoid central dependency and enable
decentralized role-centric authentication, enhancing security in industrial and IoT
settings [12]. While distributed models offer robustness and fault tolerance, they
often demand higher technical complexity and infrastructure to implement effectively,
highlighting a trade-off between centralized simplicity and distributed resilience.

*  Access Control: Industrial IAM systems employ various access control models tailored
to the complexity and security requirements of industrial environments. Role-based ac-
cess control (RBAC), adapted with node-based and hierarchical features, remains foun-
dational due to its simplicity in managing roles across different users [13]. Attribute-
based access control (ABAC) adds flexibility by using device and user attributes,
making it effective for systems like programmable logic controllers (PLCs) [14]. Multi-
granularity models are also applied in Industry 4.0 settings to adjust access across
product life cycles, improving management efficiency [15]. Additionally, task—role-
based access control (T-RBAC) aligns permissions with specific tasks, adding another
layer of role differentiation [16], and context-aware access control adapts permissions
dynamically based on environmental factors, enhancing security in real-time indus-
trial operations [17]. Together, these models create a layered security approach for
managing diverse access needs in industrial systems.

¢  Enhanced Security: IAM systems in industrial contexts enhance security by enforcing
unified policies across various platforms, addressing both access control and data
protection through multiple layers of security measures. By centralizing authenti-
cation, authorization, and role management, IAM reduces the risk of unauthorized
access by maintaining consistent security protocols that prevent data breaches, espe-
cially in cloud or multi-platform environments [18]. Furthermore, IAM frameworks,
when optimized, can detect and minimize unnecessary permissions that could be
exploited, thereby reducing the risk of insider threats and external attacks [19]. These
systems also ensure that security policies dynamically adapt to changing network
conditions, protecting industrial systems from unauthorized data flow across diverse
trust domains [20]. Ultimately, IAM enforces security policies with both efficiency and
adaptability, strengthening the industrial environment’s resilience to cyber threats.

At the same time, industrial IAM systems play a vital role in ensuring regulatory
compliance by providing detailed access logs and audit trails, which are essential for
meeting industry standards and legal requirements [21]. In addition to compliance, these
systems help reduce operational costs by automating access control processes, minimizing
manual interventions, and lowering help desk demands [22-24]. They also offer self-service
functionalities, enabling users to manage their own access rights, which lightens the load
on IT staff [22].

To keep pace with the expanding complexity and scale of industrial environments,
IAM systems must provide scalability and performance, supporting a growing number of
users, devices, and applications with high reliability [18,24]. Finally, effective IAM solutions
ensure integration with other systems, harmonizing data and improving security by ana-
lyzing identity and access information across platforms, which enhances both operational
efficiency and overall security [2,25].

IAM plays a pivotal role in industrial environments by centralizing user management,
enhancing security, improving efficiency, and ensuring compliance. The integration of IAM
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with other systems and the use of RBAC further strengthen its effectiveness. As industrial
environments continue to evolve, the importance of robust and scalable IAM systems will
increase, making them indispensable for maintaining security and operational efficiency.
All this has been represented in the schematic of Figure 1, which comprised the
main components of an JAM system. It shows how the identity manager subsystem
(Figure 1b) deals with the identities associated through the identification and authentication
mechanisms (Figure 1a) distributed throughout the industrial environment. The access
manager subsystem (Figure 1d) grants or denies a user access to a specific component of the
industrial environment (Figure 1e), be it production, management, or business, based on the
information stored in the IAM system. The system database (Figure 1c) centrally maintains
model, policy, audit, and log data through an appropriate front-end and back-end platform.
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Figure 1. Overview of an IAM system and main components of an identity and access management
system in relation to an industrial environment [2,25,26]. (Figure developed by the authors.)

The integration of artificial intelligence (Al) into IAM systems has transformed how
access is controlled and managed, offering more robust, adaptive, and intelligent solutions
compared to traditional methods. This state-of-the-art review explores current advance-
ments in Al applications for IAM in industrial settings, highlighting key technologies,
methodologies, and their impacts on industrial security. The focus is on integrating Al
technologies such as machine learning, computer vision, and biometric recognition into
IAM systems, as well as the advanced capabilities that Al brings, including real-time
monitoring, anomaly detection, and predictive analytics.

3. Al-Based Identification and Authentication

A critical capability of IAM infrastructure is user identification and authentication
and that is the motivation to set the first research question, as follows: What are the
main contributions of Al in identification and authentication with application in industrial
IAM systems?

As a result of the literature review, in this section, we present the main Al capabilities
applied in identification and authentication processes in industrial IAM systems. These are
pivoting around biometric recognition reinforced by the use of deep learning algorithms,
which are essential for enhancing the accuracy, reliability, and versatility of JAM systems in
industrial environments.
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3.1. Biometric Recognition

Biometric recognition systems have gained significant traction in industrial envi-
ronments due to their high accuracy and reliability. Biometric recognition uses unique
physical or behavioral characteristics, such as fingerprints, facial features, or iris pat-
terns, to authenticate users [27]. Al-driven biometric systems leverage deep learning algo-
rithms to enhance the accuracy and robustness of biometric matching, even in challenging
industrial conditions [28,29].

Al-powered facial recognition systems analyze facial features and match them against
a database of known individuals, offering high accuracy and speed. These systems are
ideal for industrial IAM applications such as access control, attendance tracking, and
security monitoring [30].

These advancements extend beyond facial recognition to other biometric modalities
such as fingerprint, iris, and voice recognition, making Al-driven systems versatile and
highly reliable [31].

Voice recognition systems use Al algorithms to analyze voice patterns and authenticate
users based on their unique vocal characteristics. Voice recognition provides a hands-free
and secure authentication method, ideal for industrial environments where users may have
limited mobility or need to access systems while performing other tasks [32,33].

3.2. Enhanced Accuracy Through Deep Learning

Deep learning algorithms, a subset of machine learning, are pivotal in improving the
accuracy of biometric systems. These algorithms process vast amounts of data, learning
intricate patterns and features critical for accurate biometric recognition. Convolutional
neural networks (CNNs) have been extensively used for facial recognition, significantly
improving the system’s ability to correctly identify individuals even with variations in
lighting, angles, and expressions [34]. This capability is crucial in industrial settings where
environmental conditions can be unpredictable.

Deep learning’s effectiveness in enhancing biometric systems is demonstrated through
various studies. For example, deep learning combined with serial fusion methods signifi-
cantly improves authentication accuracy, achieving an AUC of 0.9996 [35]. Another study
reviews over 120 works on biometric recognition using deep learning models, demonstrat-
ing substantial improvements in accuracy across face, fingerprint, and iris recognition [36].

In industrial applications, a method combining machine vision and deep learning for
quality control achieves high accuracy with limited computational time using low-cost
hardware [37]. Additionally, a comparative study of single-mode, two-mode, and three-
mode biometric systems using CNNs and genetic algorithms shows that three-mode
systems significantly outperform others in terms of accuracy and robustness [38].

At the same time, the behavioral biometrics leverages Al to analyze patterns in human
activities such as typing, walking, and using devices, enhancing security by providing
continuous and unobtrusive authentication. Al algorithms process vast amounts of be-
havioral data, identifying unique traits and detecting anomalies that suggest potential
security threats. This technology is particularly effective because it adapts to changes in
user behavior over time, improving accuracy and robustness against fraud. Recent studies
highlight AI's role in refining these systems, showing significant improvements in both
identification accuracy and user experience [39—41].

3.3. Robustness in Challenging Conditions

In industrial environments, biometric systems must contend with various challenges
such as dust, noise, vibrations, and extreme temperatures. Lawton [42] discusses the envi-
ronmental and security challenges associated with biometric systems, providing insights
into how these challenges can be addressed to enhance the reliability and robustness of
biometric technologies.

French et al. [43] examine the application of microsystems in harsh environments,
including high temperatures, chemical disturbances, electromagnetic noise, and mechan-
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ical vibrations. They discuss the additional challenges these conditions present and the
multidisciplinary approaches required to overcome them.

Gawande et al. [44] discuss various challenges in designing biometric-based secu-
rity systems, including environmental factors such as noise and non-ideal conditions,
and propose feature extraction approaches to enhance robustness and accuracy.

Ross et al. [45] address the problem of noisy sensor data and other environmental
challenges in biometric verification systems. They explore how multimodal biometric
systems, which combine multiple sources of biometric evidence, can improve performance
in challenging conditions.

Al enhances the robustness of biometric systems in challenging conditions. Deep learn-
ing algorithms can adapt and perform consistently under such conditions [46]. For instance,
in environments where fingerprint quality might be degraded due to dirt or damage, deep
learning models can still accurately match fingerprints by focusing on deeper, more stable
features rather than superficial ones [47].

Nguyen et al. [48] present a study on iris recognition in varying lighting conditions,
demonstrating the robustness of deep learning models in adapting to challenging environ-
ments. The study shows that deep learning models can maintain high accuracy even under
varying lighting conditions, unlike traditional algorithms that struggle in such scenarios.

3.4. Multifactor Authentication (MFA)

Multifactor authentication (MFA) leverages Al to enhance security by combining
multiple authentication factors, such as passwords, biometrics, and one-time passcodes.
Al algorithms can analyze these factors in real-time to detect anomalies and prevent
unauthorized access attempts. MFA provides an additional layer of security, reducing the
risk of credential theft and unauthorized access in industrial environments [49].

4. Advanced Capabilities in AI-Based IAM Systems

In the previous section we have discussed the main Al technologies used in identifica-
tion and authentication processes in industrial IAM systems. In this section, we delve into
the advanced capabilities that Al brings to IAM systems by focusing our literature review
on answering the second research question: What are the advanced capabilities that Al can
bring to IAM systems?

As a result of this review, we found that the advanced capabilities of Al-based IAM
systems in industrial environments comprise real-time monitoring, anomaly detection,
and predictive analytics. These capabilities are essential for enhancing security, improving
operational efficiency, and enabling new functionalities in industrial environments.

4.1. Anomaly Detection and Real-Time Monitoring

Anomaly detection and real-time monitoring are key capabilities of Al-based IAM
systems. Machine learning algorithms excel at detecting anomalies by learning normal
behavior patterns of users and devices. In industrial settings, ML models can continuously
monitor access logs, network traffic, and user behavior to identify deviations from the
norm that may indicate security breaches or unauthorized access attempts. This proactive
approach helps in identifying and mitigating security threats before they can cause signif-
icant harm [50]. For instance, ML-based systems can detect unusual login times, access
from unrecognized devices, or attempts to access restricted areas, enabling rapid response
to potential threats [51].

Regarding this, several studies have investigated the use of machine learning algo-
rithms for anomaly detection in industrial environments. Notably, the following studies
stand out.

Liu et al. propose a system called MLTracer that uses unsupervised learning to detect
anomalies in user logins, identifying suspicious activities in real-time [52]. Tian et al. present
a machine-learning-based anomaly detection method for host-based intrusion detection
systems, utilizing shell command sequences to characterize user behavior [53]. Hosic et al.
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propose using genetic programming to evolve decision trees for detecting anomalies in
industrial control system networks [54]. Saha et al. introduce Quantile LSTM for detecting
anomalies in industrial time-series data [55]. Sharma et al. present KDetect, an unsupervised
anomaly detection algorithm for cloud systems using time series clustering [56]. Zheng et al.
propose a hybrid clustering-PSO algorithm for anomaly intrusion detection, combining
unsupervised clustering with particle swarm optimization [57].

4.2. Predictive Analytics

Predictive analytics is another key capability of Al-based IAM systems, helping fore-
cast potential security incidents by analyzing historical access data. This capability is
crucial in industrial environments where the consequences of security breaches can be
severe. ML can analyze historical access patterns to predict potential security incidents,
allowing organizations to anticipate and mitigate risks before they escalate into serious
security breaches. For example, ML algorithms can identify trends in access requests and
predict when and where unauthorized access attempts are likely to occur [58].

Numerous studies have explored the implementation of machine learning algorithms
for predictive analysis. The following examples are especially significant.

Goyal et al. discuss Al’s role in analyzing large amounts of data from industrial
environments to detect and prevent cyber threats, highlighting Al-based cybersecurity
techniques, including predictive analytics [59]. Das et al. propose an Al-envisioned
blockchain-enabled key management scheme for industrial cyber—physical systems, dis-
cussing how Al can enhance IAM by securing data and preventing unauthorized access [60].
Koursioumpas et al. introduce PRIMATE, an Al-driven framework for profiling the net-
working behavior of devices and users in industrial environments [61]. Alomari et al.
provide a systematic analysis of Al-based platforms for identifying governance and access
control in industrial environments [10]. Lepenioti et al. propose a prescriptive analytics
approach using interactive multi-objective reinforcement learning (IMORL) for decision-
making in complex environments, applying Al and predictive analytics to optimize
IAM processes [62].

4.3. Adaptive Authentication Mechanisms

Adaptive authentication mechanisms dynamically adjust security measures based
on contextual information, balancing security with user convenience and reducing the
likelihood of unauthorized access while minimizing disruptions for legitimate users. ML
enhances authentication mechanisms by adapting them based on contextual information
such as the user’s location, time of access, and specific tasks being performed. Adaptive
authentication can dynamically adjust security measures, such as requiring additional
verification steps when anomalous behavior is detected.

Various studies have focused on applying machine learning algorithms for adaptive
authentication mechanisms. Among these, the following deserve special mention.

Abubhasel introduces a zero-trust network-based access control scheme (ZTN-ACS)
leveraging deep learning to enhance access control in Industry 5.0, focusing on mitigating
adversarial threats [63]. Zou et al. explore the challenges and solutions in integrating Al
models into existing industrial control systems, highlighting the benefits of well-trained ML
models for optimizing access control [64]. Ogrezeanu discusses privacy-preserving Al solu-
tions and the need for explainable Al in industrial applications, addressing challenges of
secure access control while maintaining data privacy [65]. Leander et al. propose a method
for automatic policy generation based on engineering data, emphasizing fine-grained access
control policies to mitigate emerging cybersecurity threats [66]. Goyal et al. focus on Al’s
role in enhancing adaptive access control in Smart Industry 4.0 applications [59].

4.4. User Behavior Analytics (UBA)

User behavior analytics (UBA) leverage ML to understand and analyze the behavior
of users within an industrial network. By building detailed profiles of user activities, ML
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models can identify unusual or risky behaviors that may indicate compromised accounts
or insider threats. UBA can detect subtle changes in user behavior that static rule-based
systems might overlook, providing a more nuanced approach to access management [67].

The research in this area has delved into using machine learning algorithms for user
behavior analytics. The following studies are among the most significant.

Tian et al. investigate detecting insiders” anomalous behaviors to prevent urban big
data leakage using deep learning algorithms such as LSTM and convolutional LSTM to
calculate deviations from normal daily behaviors [68]. Al-Qurishi et al. propose a platform
using user-generated content, social graph connections, and user profile activities to detect
anomalous behaviors [69]. Reguera-Bakhache et al. present a methodology to analyze
operator-machine interaction patterns in industrial environments, improving usability and
user experience [70]. Moysen et al. propose a framework using ML algorithms to analyze
mobile network data, detect anomalies, and forecast performance [71]. Mihailescu et al.
introduce an approach using advanced analytics techniques and ML to analyze user ac-
tions, patterns, and anomalies to identify potential threats, enhancing cybersecurity in
industrial environments [72].

5. Future Directions

In the previous sections we have discussed the main Al technologies used in identifica-
tion and authentication processes in industrial IAM systems and the advanced capabilities
that the Al brings to IAM systems. In this section, we stress our literature review to answer
the third research question: What are the main challenges and future lines of research?

As a result of this review, we found that, although the future of Al in industrial IAM is
promising, to further advance the field, researchers and practitioners should consider some
important issues and challenges to optimize Al applications in IAM systems. Among them,
from our literature review, the following are particularly relevant.

5.1. Explainable Al (XAI)

Explainable AI (XAI) aims to develop Al systems that can explain their decisions and
actions to human users, enhancing trust and accountability in IAM [73]. As Al-driven IAM
systems make increasingly complex decisions regarding access control, it becomes essential
for these systems to provide clear, understandable justifications for their actions [74].
Transparent Al fosters greater user trust, as individuals can comprehend how and why
access decisions are made. This accountability is particularly important in sensitive and
high-stakes environments, ensuring that Al systems operate fairly and consistently while
allowing for human oversight and intervention when necessary.

5.2. Federated Learning

Implementing federated learning approaches to train Al models across decentralized
industrial environments addresses the critical need to enhance Al capabilities without
compromising data privacy [75]. Federated learning allows Al models to be trained
collaboratively on data distributed across multiple locations, such as different industrial
sites, without requiring the data to be centralized. This method ensures that sensitive
information remains local, significantly reducing the risk of data breaches and privacy
violations. By leveraging federated learning, industries can benefit from the collective
intelligence and improved accuracy of AI models while maintaining stringent data privacy
and security standards [76].

5.3. Al and Edge Computing

Leveraging edge computing to process access control data locally is essential for re-
ducing latency and enhancing the responsiveness of IAM systems in real-time [77]. Edge
computing enables data processing to occur closer to the source of data generation, such as
IoT devices or local servers, rather than relying on centralized cloud infrastructure. This
proximity reduces the time needed to process and analyze access control data, allowing
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IAM systems to make quicker, more efficient decisions. By improving the speed and respon-
siveness of access control mechanisms, edge computing ensures that security measures are
promptly enforced, thereby enhancing the overall effectiveness of IAM systems in dynamic
industrial environments [78].

5.4. Integration with Innovative Technologies

Integrating Al-based IAM systems with innovative technologies like blockchain
is increasingly necessary for achieving decentralized and secure access management.
Blockchain technology provides a robust, tamper-proof ledger for recording access transac-
tions, ensuring transparency and immutability [79]. When combined with Al, which excels
in analyzing patterns and making real-time decisions, this integration enhances the security
and efficiency of IAM systems. The decentralized nature of blockchain mitigates the risks
associated with centralized data storage, reducing the likelihood of single points of failure
and unauthorized access. This synergy between Al and blockchain fortifies access control
mechanisms, ensuring secure, transparent, and efficient management of identities across
various industrial and organizational landscapes [80].

6. Discussion

In this review of the current state-of-the-art of Al technologies and their applications
in industrial IAM, it has been pointed how Al technologies have significantly increased the
identification and authentication possibilities of JAM systems in industrial environments.
Biometric recognition, reinforced by deep learning algorithms, has become a cornerstone
of modern IAM systems, offering enhanced accuracy, reliability, and versatility. These
technologies are essential for maintaining security and efficiency in industrial environments,
where environmental conditions can be unpredictable and harsh.

Furthermore, Al technologies have significantly enhanced IAM systems by introduc-
ing advanced capabilities such as anomaly detection and real-time monitoring, predictive
analytics, adaptive authentication mechanisms, and user behavior analytics. These ca-
pabilities leverage machine learning algorithms to analyze vast amounts of data, detect
patterns, and make informed decisions in real-time. In industrial environments, these capa-
bilities are crucial for maintaining security, preventing unauthorized access, and optimizing
operational efficiency.

All these new capabilities draw a scenario where the future of Al in industrial IAM
systems is promising, with several emerging trends and technologies poised to trans-
form the field. The integration of explainable Al, federated learning, edge computing,
and blockchain technology will play a crucial role in advancing Al applications in IAM
systems, ensuring robust security measures and reliable access control mechanisms.

As a high-level summary of the impact of Al in IAM systems, Figure 2 is provided
by the authors as a hierarchical representation of Al identification techniques within Al-
powered IAM systems, illustrating their layered contributions to achieving operational
efficiency, security, and scalability. This diagram tries to express in a graphical manner how
Al brings into play several techniques for identification and authentication subsystems
and, in general, for an IAM system. In relation to identification and authentication, Al
techniques improve the multi-factor integration and biometric performance of the existing
systems, mainly through the use of deep learning. In a more general scenario, Al could
improve scalability, operational efficiency, and promote an enhanced security system based
on the exploitation of Al properties for managing complex and extensive systems with
different analytics, adaptive behavior, real-time capabilities, and anomaly detection and
diagnosis through the existing techniques.

At the same time and based on the reviewed literature, while Al offers numerous
benefits, it also presents challenges that must be addressed to ensure the effectiveness and
security of JAM systems.
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Figure 2. Main topics in Al-based IAM systems arranged from core techniques and challenges to
main concerns and goals as stated in this survey by the authors. (Figure developed by the authors.)

6.1. Benefits of Al in IAM Systems

Al applications in IAM systems offer numerous benefits in terms of security, efficiency,
and scalability, which are discussed below.

6.1.1. Enhanced Security

Al improves the accuracy and reliability of authentication and access control, reducing
the likelihood of unauthorized access and security breaches [10]. By employing advanced
algorithms and machine learning techniques, Al can analyze vast amounts of data to
identify patterns and anomalies that might indicate a security threat. Al-powered systems
continuously learn from new data, improving their ability to detect and prevent unau-
thorized access over time. These systems can adapt to evolving threats, providing robust
security measures that are more resilient than traditional methods. Additionally, Al en-
ables the implementation of multi-factor authentication and biometric recognition, further
strengthening access control mechanisms and ensuring that only authorized individuals
gain access to sensitive information [81].

6.1.2. Operational Efficiency

Automated and adaptive IAM systems reduce the need for manual oversight, al-
lowing for more efficient management of access control in large and complex industrial
environments [82]. These systems leverage automation to streamline user authentication,
authorization, and auditing processes, ensuring that access permissions are consistently
enforced without constant human intervention. Adaptive IAM systems dynamically ad-
just access controls based on real-time analysis of user behavior and context, providing a
responsive and flexible security framework. This reduces the administrative burden, en-
hances operational efficiency, and allows security personnel to focus on more strategic tasks,
ultimately leading to more robust and scalable access management in industrial settings.

6.1.3. Scalability

Al-driven IAM systems can scale to accommodate the growing number of devices
and users in industrial settings, especially with the proliferation of IoT devices [83]. These
advanced systems utilize Al to automate and optimize the management of identities and
access permissions, ensuring that each device and user is accurately authenticated and
authorized. As the number of IoT devices and connected users increases, Al-driven IAM
systems can dynamically adjust and scale their operations to maintain robust security
without compromising efficiency. By continuously learning from new data and adapting to
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changes, these systems offer a resilient and scalable solution to manage the complex and
expanding ecosystem of industrial IoT.

6.2. Challenges of Al in IAM Systems

However, while the adoption of Al in IAM systems offers numerous benefits, it
also presents challenges that must be addressed to ensure the effectiveness and security
of these systems. Among these challenges are data privacy, false positives/negatives,
and implementation complexity.

6.2.1. Data Privacy

In Al-driven IAM systems, the extensive use of biometric data and user behavior
analytics significantly enhances security but also raises substantial concerns regarding
privacy and data protection [84]. These systems often rely on sensitive personal information,
such as fingerprints, facial recognition, and behavioral patterns, to verify identities and
monitor access. While these methods improve accuracy and reduce the risk of unauthorized
access, they also pose potential risks if the data are mishandled or breached. Ensuring
robust data protection measures and compliance with privacy regulations is critical to
addressing these concerns and maintaining user trust in Al-driven IAM solutions.

6.2.2. False Positives/Negatives

Al-driven IAM systems, while highly advanced, are not immune to errors such as
false positives and false negatives [85]. A false positive occurs when the system incorrectly
identifies an authorized user or device as a threat, potentially causing unnecessary disrup-
tions and access denials. Conversely, a false negative happens when the system fails to
recognize an actual security threat, allowing unauthorized access. These errors can have
significant implications, including reduced operational efficiency, compromised security,
and decreased user trust. Addressing these challenges involves continuous system training,
incorporating diverse data sets, and refining algorithms to improve accuracy and reliability
in identity verification and access control.

6.2.3. Implementation Complexity

Integrating Al into existing IAM systems is a complex endeavor that demands signifi-
cant investment in both technology and expertise [86]. This integration involves upgrading
infrastructure, implementing advanced algorithms, and ensuring compatibility with cur-
rent systems. It also requires specialized knowledge to effectively deploy and manage
Al-driven solutions. The transition can be resource-intensive, necessitating substantial fi-
nancial outlays and skilled personnel to handle the sophisticated technology. Despite these
challenges, the long-term benefits of enhanced security, improved efficiency, and scalable
access management make the investment worthwhile for organizations aiming to bolster
their IAM capabilities. Organizations must carefully plan and execute these integrations to
avoid disruptions.

6.3. Gaps and Proposed Directions

This review highlights promising opportunities to bridge the gaps in Al-driven IAM
systems by addressing interoperability, scalability, ethical concerns and privacy. Below, we
propose directions to advance the field.

One major issue is the lack of interoperability and standardized protocols across indus-
tries. This gap is particularly evident in environments where diverse legacy systems coexist
with modern Al-driven frameworks, complicating seamless integration. The development
of harmonized standards and APIs could address these inconsistencies, fostering smoother
communication and compatibility between systems.

Another issue is the scalability of Al solutions within resource-constrained industrial
settings. Legacy systems often lack the computational capacity to support sophisticated Al
algorithms, posing barriers to widespread adoption. Exploring lightweight and adaptive Al
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models optimized for edge devices could offer a practical solution, enabling the deployment
of high-performing IAM systems without overburdening existing infrastructures.

Moreover, the reliance on Al for decision-making in IAM introduces ethical concerns,
particularly around algorithmic biases. Decisions informed by biased datasets could lead
to discriminatory practices, undermining trust in such systems. Incorporating fairness-
aware machine learning techniques and regular audits of system decisions are crucial steps
toward mitigating these risks. At the same time, the absence of benchmarking datasets
and evaluation frameworks tailored to industrial IAM applications remains a significant
limitation in the field. Establishing open-source resources would encourage consistent and
replicable research efforts, paving the way for more robust and transparent advancements.

Privacy concerns also play a pivotal role in shaping the future of Al in IAM. Feder-
ated learning offers a promising approach by enabling organizations to collaboratively
train models without compromising sensitive data. Such techniques not only enhance
security but also address the increasing demand for privacy-preserving solutions in
industrial environments.

Looking ahead, the field would benefit from research focused on dynamic policy
adjustment mechanisms that leverage real-time user behavior analytics to fine-tune access
control measures. Additionally, the creation of open-access datasets and privacy-preserving
frameworks could further support the adoption and refinement of Al-based IAM systems.
Together, these efforts could address the current gaps and catalyze the development of
more effective and trustworthy solutions for industrial applications.

7. Conclusions

Al has revolutionized IAM in industrial environments by providing advanced, adap-
tive, and intelligent solutions to enhance security and operational efficiency.

For example, the integration of Al into IAM systems is set to significantly enhance
security and operational efficiency within healthcare organizations. As healthcare continues
its digital transformation, the protection of sensitive patient data has become a critical
concern. Al-driven IAM solutions are particularly valuable in this context, as they help
manage access control, ensure compliance with privacy regulations, and mitigate the
risk of unauthorized access to medical records [87]. By leveraging machine learning,
biometrics, and adaptive authentication methods, these systems can offer more secure,
scalable, and efficient solutions compared to traditional IAM systems.

While challenges remain, ongoing advancements in Al technologies and methodolo-
gies continue to drive the evolution of IAM systems, ensuring they can meet the growing
security demands of modern industrial operations.

In this paper, we have presented a comprehensive review of the current state-of-the-art
Al technologies and their applications in industrial IAM systems conducted around three
research questions.

In response to the first RQ “What are the main contributions of Al in identification
and authentication with application in industrial JAM systems?”, the study concludes that
Al has significantly advanced the identification and authentication capabilities of IAM
systems through biometric recognition comprising facial and voice recognition, whose
accuracy, reliability, and versatility have been improved by deep learning algorithms.
These technologies improve the accuracy, reliability, and versatility of IAM systems in
industrial environments.

Next, after addressing the second RQ “What are the advanced capabilities that Al can
bring to IAM systems?”, the study shows that the most prominent advanced capabilities
of Al-based IAM systems are real-time monitoring and anomaly detection, predictive
analytics, adaptive authentication mechanisms, and user behavior analysis. These capa-
bilities improve security, operational efficiency, and scalability in industrial environments,
providing a more robust and adaptable IAM framework.

Finally, as a result of the third RQ “What are the main challenges and future lines of
research?”, the study allows us to conclude that the challenges and solutions in implement-
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ing Al-based IAM systems include the integration of explainable Al, federated learning,
edge computing, and blockchain technology. These emerging trends and technologies
are poised to transform the field of IAM, enhancing security, efficiency, and scalability in
industrial environments.

In conclusion, based on the reviewed literature, Al has significantly advanced IAM
systems in industrial environments, providing sophisticated tools for security and efficiency.
The continuous evolution of Al technologies promises to further enhance IAM capabilities,
addressing current challenges and meeting future security needs.
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Appendix A. Summary of Reviewed Articles

Table Al. Summary of the application domain, objective, methodology, and strengths of the articles
considered in this review.

Application Domain  Subdomain Reference  Objective Methodology Strengths
ABAC [14] Protect PLCs with ABAC Attribute-based access Incr.eased resilience
control model against attacks
Secure access control in Design of secure access Comprehensive guidelines
Cloud [22] ) control solutions using .
Azure environments for Azure security
Azure AD
Context Modeling [7] Model context for Context modeling for access ~ Improved context-aware
access control control systems access control
Access Control Industrial 13l Role- and node-based Access Fontrol model for Enhancgd security for
access control industrial networks industrial control systems
RBAC 12] Decentralized role- Blockchain-enabled Improved security
centric authentication RC-AAM and scalability
Develop task-role-based Integration of role-based Enhgnced security and
TBAC [16] and activity-based access efficiency in
access control model - .
control enterprise environments
User Identification [41] User identification using Deep learning algorithms ngh accuracy and
doorknob sensors on sensor data feasibility for access control
5G Networks [61] Context-aware profiling AI-dr}ven profiling Improved network )
for 5G techniques management and security
Applications [1] Increase resource efficiency Systemé'ltlc review of Identifies A.I s impact on
Al applications resource efficiency
Blockchain [79] Review blockchain for AT Literature review Identifies research
challenges
;. . . Graph neural network for Enhanced detection
. [52] Malicious login detection login detection accuracy with GNN
Cybersecurity
176] Analyze privacy attacks in GAN-based attack Effective user-level
federated learning framework privacy attack
Al . Ensure latency and Distributed edge Low-latency and reliable
Edge Computing [77] reliability in i . .
. decision-making edge services
edge computing
Explainable [73] Explain Al systems to Systematic literature review Guidelines for A.I .
end users system communication
Governance and Access Control  [10] Al-based governance and Systematic analysis of Al Enhanced governance and
access control platforms access control
. - Review industrial Systematic review and Identifies 'C'hall'enges and
Industrial Applications [7] S opportunities in
Al applications framework proposal .
AT adoption
Industrial Settings [64] Validate ML models in Framework for Ensures reliability and

industrial settings

ML validation

accuracy of ML models
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Table Al. Cont.

Application Domain ~ Subdomain Reference  Objective Methodology Strengths
. . Proposal of integration Solutions for building
Integration [86] Integration of Al systems methodologies integrated Al systems
LSTM [55] Robust anomaly detectionin  Quantile LSTM with new High precision and recall in
N time series activation function anomaly detection
Privacy [75] Enhance privacy in Privacy-enhanced federated Improved privacy
) federated learning learning scheme and efficiency
. R - Ensure privacy and Techniques for privacy and Balances performance with
Privacy and Explainability (651 explainability in AI explainability privacy concerns
. Quality control using Deep learning on low-cost Cost-effective and accurate
Quality Control (371 deep learning smart cameras quality control
Al Reinforcement Learnin [62] ‘I::vr;tllllaﬁiinienc_lsmn—makmg Interactive multi-objective Improved decision making
& augmented analytics reinforcement learning with human input
Risks 58] Predict network security Machine learning algorithms  Effective prediction of
- threats for threat prediction network threats
8] Enhance immigration and Al-driven tools and Improved security and
border control predictive analytics operational efficiency
Security [60] Key management in Blockchain-enabled Secure and efficient key
industrial systems signature-based scheme management
[50] Al for Al algorithms for threat Advanced Al for real-time
- infrastructure protection detection and resilience monitoring and response
Trends 5] Apply Al in supply Systematic review and Identifies AI trends and
chain management bibliometric analysis future research directions
Big Data 71] ]fDetect anomalies and Big-data-driven analysis Accurate an(_)maly detection
orecast performance and forecasting
85] Reduce false positives in Comparative analysis of Enhanced anomaly detection
Cloud anomaly detection Al techniques with reduced false positives
ou
Unsupervised Time series clustering with High accuracy and
[56] p g 8 y
Anomaly Detection i anomaly detection KDetect algorithm fast execution
Cybersecurity [51] Abnormal login detection Multi-source log Effective detection of
fusion analysis abnormal logins
, Detect anomalies in Evolving decision trees using ~ High accuracy in detecting
ICS Networks (541 ICS networks genetic programming network anomalies
. . . . Hybrid clustering— Optimized detection results
Security [57] Anomaly intrusion detection PSO algorithm with PSO
[35] Evaluate deep learning on SZE?‘I giﬁ(}r;ciféls?gerprmt’ Improved accuracy and
o serial fusion s ¢ . & user convenience
eep learning
. 1 . Review of deep learning . P’
Deep Learning [36] Survey on deep learning models for Extensive coverage o
for biometrics . . . datasets and methods
various biometrics
28] Survey on deep learning Review of deep Comprehensive survey of
for biometrics learning techniques state-of-the-art methods
Ethics 184] Ethical analysis of Examination of legal and Balances security with
facial recognition ethical issues privacy concerns
130] Improve face recognition in Adaptive sparse Effective in low-quality
low-quality images representations image scenarios
. . Face Recognition ; ;
Biometrics [34] Survey on deep {{ei‘ﬁiwtfefsdfzip learning Comprehensive overview of
face recognition £ ques 1o methods and challenges
ace recognition
) . Review ML techniques for Analysis of ML methods for ~ Directions for future
Fingerprint [46] P . o . . o
ingerprint recognition fingerprint systems ML applications
, X R Deep residual network with Improved liveness
(471 Detect fingerprint liveness adaptive learning detection accuracy
Industrial [33] Biometric authentication for Speaker recognition svstem Robust authentication in
o industrial applications P & ¥ industrial settings
: Review of DL techniques for . .
. . Survey on deep learning for . Comprehensive analysis of
Iris Recognition [48] o . segmentation and L
iris recognition i DL applications
recognition
Machine Learning [29] Advance biosensors with Application of ML Enhanced sensor

machine learning

in biosensors

performance with ML
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Table Al. Cont.

Application Domain ~ Subdomain Reference  Objective Methodology Strengths
Develop a multimodal Fu51qn of s, face,. High accuracy with
[31] . . and finger vein traits . .
biometric system . multimodal fusion
Multimodal using CNNs
[45] Information fusion Fusion methodologies for Enhanced performance over
h in biometrics multiple biometric traits unimodal systems
Address issues in Feature extraction methods Solutions for noisy artifacts
Obstacles [44] . ! L. . . .
biometric systems for iris and fingerprint and occlusions
Recognition [27] OverV1f3 W of biometric Analysis of biometric traits ngh accuracy
recognition in identification
Biometrics Compare biometric Deep structured learning for Performance comparison of
[38] X single, two, and .
security systems different modes
Security three-mode systems
[42] Overview of Analysis of Early insights into
biometric security biometric technologies biometric security
[39] Continuous authentication Al-driven analysis of Improved security and user
: using behavioral biometrics behavioral signals identification in IoT
User Identificati
ser identriication [40] Identify users via door Sensor data analysis with High accuracy in
handle interaction dynamic time warping user identification
Voice Recognition 132] Review voice Analysis of current state Insights into
2 : recognition technology and applications industrial applications
Authentication 182] Review intelligent Evaluation of intelligent Comprehensive review of
authentication for JAM authentication key factors IAM authentication methods
21] Address IAM mechanisms Review of IAM mechanisms ~ Comprehensive analysis of
and challenges in cloud IAM challenges
Cloud [18] Robust IAM for IAM framework with Improved security a_nd
cloud systems enhanced assurance continuous monitoring
[19] Generate interpretable Constraint programming Reduced security risks and
security policies and graph learning improved policy management
Enterprise [25] Extend IAM architecture Integration of additional Enhanced IAM processes
P with dynamic information information sources with real-time data
Federated Environments [24] Evaluate IAM System model and metrics Quantitative measures for
system performance for performance evaluation IAM system architectures
[26] Secure electronic IAM systems for healthcare Improved data security and
IAM healthcare records data protection operational efficienc
Healthcare P P Y
187] Future of IAM in healthcare Analysis of Alin IAM ImProved IAM with
for healthcare Al integration
. . y Survey on ML in Deep dive into ML Insights into ML-driven
Machine Learning (41 IAM systems applications in IAM IAM enhancements
. TAQM approach for Structured process for
Management [23] Improve IAM data quality measuring and improving attribute quality management
IAM data quality quality &
Market 9] Analyze IAM market trends Market size, share, ) Insights into market growth
and forecast analysis and trends
Networking 120] Enforce MLS policies in SDN controller application Efﬁcu‘snt ancll adaptive
unstable networks security policy enforcement
Securit 2] Highlight IAM importance Framework of processes, Centralized user management
y in security systems policies, and technologies and authentication
. Safe human— . . Enhanced safety with visual
Automation (el robot collaboration Mixed-perception approach and tactile perception
Adapt HMI based on s . Improved operator—
Industrial HMI (701 interaction Sequence similarity analysis ) pine interaction
Precision in Multidisciplinary approach High reliability and autonomy
Sensors [43] . for sensor and . 7.
harsh environments in harsh conditions
actuator systems
[63] Implement zero-trust Deep learning for Enhanced security
) access control access control and resilience
Access Control [66] Develop ideal access Evaluation of access Improved se?curity for
Industry 4.0 control strategy control strategies manufacturing systems
ndustry 4.
[15] PLM with multigranularity Multigranularity access Optimized product life
access control control model cycle management
Cybersecurity [59] Integrate Al Al-driven solutions for Enhanced security for

with cybersecurity

smart industry

Industry 4.0 applications
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Table Al. Cont.

Application Domain ~ Subdomain Reference  Objective Methodology Strengths
. . Al-driven authentication Fast and secure
Al 811 Enhance IoT security with Al and authorization IoT authentication
. Blockchain-based IAM . . Tamper-proof and
Blockchain [80] for ToT Private blockchain for IAM scalable IAM
. . Systematic literature review Comprehensive analysis of
Cybersecurity [3] Detect cybersecurity attacks of Al methods Al techniques
Optimize task offloading Logic-based Efficient task scheduling and
loT General 78] inIoT benders decomposition resource allocation
Identity Authentication [11] Resea_rch central_lze(;l Management application Enhanced security and
identity authentication platform management efficiency
. . : Analysis of Al models and Holistic overview of
Industrial [83] Review Al models in IloT tools for TloT Al-enabled IoT systems
. , Develop smart helmet Al-driven platform for Real-time monitoring and
Risk [4] . : - .
for safety risk detection risk evaluation
Analysis [69] Identify malicious activities Analysis of user behavior Detects malicious activities
in large-scale networks
. Anomaly detection of Machine learning-based Effective in identifying user
Anomaly Detection 531 user behaviors detection method behavior anomalies
Cybersecurity [72] Enhance cybersecurity using  Analysis of user Improved threat detection
user behavior analysis behavior patterns
User Behavior Healthcare [74] Persuasive explainable Al for Natural laneuage generation Effective in reducing
behavior change sUage 8 unhealthy behaviors
Intrusion Detection [67] Detect host-based intrusions Dynarplc and static Effective anomaly detection
behavioral models
Machine Learning [68] Analyze user and Machine learning- Effective in

entity behavior

based detection

identifying anomalies
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