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ARTICLE INFO ABSTRACT

Keywords: Introduction: Insider threats pose a critical risk in healthcare environments, where Hospital Information Systems
Cybersecurity (HIS) manage sensitive patients data. Authorized users may intentionally or accidentally compromise data
Healthcare

confidentiality, integrity, and availability. This study assessed information security practices from the perspec-
tive of healthcare professionals in Spanish medical centers.

Methods: A descriptive, analytical, cross-sectional study was conducted using a survey administered to 41
healthcare professionals with access to confidential data. The survey covered access control, encryption at rest
and in transit, communication channels, and data usage control. Descriptive statistics, Chi-square tests, and
Cramér’s V were applied to identify significant associations. K-means clustering and Silhouette coefficient were
used to define user profiles. Principal Component Analysis (PCA) was used to visualize behavior patterns. A
Random Forest model identified the most relevant predictive variables.

Results: Critical security gaps were detected, 31.7 % reported no control over data usage. Only 29.3 % encrypted
data at rest and 36.6 % during transmission. Over 40 % used personal email or messaging apps to share sensitive
data, and 97.6 % relied solely on passwords for authentication. These practices are inadequate to mitigate insider
threats.

Conclusion: There is an urgent need to strengthen insider data protection. Security strategies should be tailored to
user risk profiles. Measures must include strong authentication, full encryption, and stricter control of data
transmission to reduce exposure to insider threats (intentionally or unintentionally) in healthcare settings.
Additionally, there is a need to promote continuous cybersecurity training.

Insider threats
Information security
Survey

1. Introduction networks for the transfer of medical data poses significant challenges in

terms of data security and privacy [5]. Especially in the context of in-

In recent years, telemedicine and e-health have played a prominent
role in the provision of health services. They have made remote medical
care possible, especially in areas with limited mobility and during
exceptional situations such as the COVID-19 pandemic period. In this
period, telemedicine increased and gained special relevance, enabling
continuity of care without the need for physical exposure of the patient
[1-4]. However, the increased use of interconnected devices and

sider threats, the healthcare sector is a critical concern [1]. In this
context, employees can intentionally or accidentally compromise the
integrity and confidentiality of sensitive patient data [6,7]. Some human
errors, such as the use of weak passwords or lack of knowledge of se-
curity protocols, are frequent causes of incidents in public health in-
stitutions [7-9].

In Spain, the magnitude of the problem has been reflected in some
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recent cases, for example: In Castilla y Leon region, a patient denounced
unauthorized access to his medical records, demanding that the health
administration identify the person responsible [10]. In Zamora, the head
nurse accessed five times without authorization the medical records of a
worker and was prosecuted for the crime of disclosure of secrets [11].
Internationally, the cases are also alarming. According to the February
2025 Insider Threat Incidents Report [12], a business manager of a
medical diagnostics company participated in a $70.6 million Medicare
fraud scheme. This fraud was based on illegal agreements with pro-
fessionals for the generation of unnecessary medical tests. Such in-
cidents demonstrate that the insider threat not only compromises
privacy but can also be associated with large-scale economic crime.

The literature on security in e-health and telemedicine has addressed
various dimensions of secure information management and insider
threat mitigation. In the study [5], they assessed the perceived risks in
telemedicine and noted that both patients and professionals face diffi-
culties in ensuring security in the use of virtual platforms during and
after the pandemic. In 2015, Fernandez-Aleman et al. conducted a study
in a Spanish hospital. The study highlighted the insufficiency of secure
passwords and the lack of training in security protocols among health-
care professionals [13]. Evans and other authors [8] used the “Infor-
mation Security Core Human Error Causes” technique to identify human
errors that lead to security breaches. The latter highlights causes such as
workload or task repetitiveness.

In the last decade, the use of approaches based on artificial intelli-
gence and machine learning to improve information security in the
healthcare environment has increased. In this regard, the study [7]
provides a review of techniques to prevent information leaks caused by
insider threats, including cryptographic approaches and predictive
models. In the study [14], the Random Forest (RF) algorithm was used to
analyze cultural dimensions of that influence patient safety. This
approach helped to identify critical variables such as managerial support
and perception of the work environment. Research combines K-means
clustering with statistical techniques (Principal Component Analysis
(PCA) and Gaussian density) to detect insider threats. Offermann et al. in
[15] identified three emotional profiles towards telemedicine (sceptics,
undecided and supporters) using K-means clustering, showing that these
attitudes influence the acceptance of remote consultations in nursing
homes. However, exploring the existing literature revealed a significant
information gap due to insufficient evidence on the security methods
currently used to mitigate insider threats in the Spanish healthcare
context.

Due to this knowledge gap, the main objective of this research is to
identify and analyze the security methods applied to mitigate insider
threats in the Spanish healthcare sector. In order to meet this objective, a
survey was carried out among professionals in the Spanish healthcare
sector. The following Research Questions (RQ) were posed in this study:

RQ1: What are the main insider threat security methods presented in
the study sample?

RQ2: What are the characteristics and security levels of different
groups with similar behaviors in the data obtained from the sample?
RQ3: What are the most prevalent insider threat security gaps in the
study sample?

2. Background and State of the Art

The digitization of the healthcare sector has brought about a pro-
found transformation in management, transmission, and storage of
clinical information. Technologies such as Electronic Health Records
(EHR), telemedicine, Internet of Medical Things, and Hospital Infor-
mation Systems (HIS) have enabled substantial improvements in oper-
ational efficiency, patient-centered care, and data-driven clinical
decision-making [16-19]. However, this evolution has been accompa-
nied by growing challenges in terms of security and privacy, placing the
healthcare sector among the most vulnerable to cyberattacks [20].
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Within this scenario, insider threats, have become particularly relevant
due to their impact on the confidentiality of clinical information and
patient trust [21,22].

Surveys administered through institutional digital platforms have
proven effective for collecting anonymous, large-scale data on health-
care professionals’ attitudes toward digital health, cybersecurity
awareness, and perceived barriers in clinical environments. In academic
hospital settings, such instruments have enabled the stratification of
responses by professional role and region, and the combination of
quantitative metrics with qualitative content analysis to extract context-
specific insights into user behavior and system-level challenges [23].

2.1. Insider threats and human factors

Insider threats in healthcare institutions can stem from both delib-
erate actions and unintentional mistakes, with human factors playing a
key role in the latter. Research has consistently shown that common staff
practices, such as using weak passwords, being unaware of internal
policies, or lacking clear incident response procedures, often lead to
security breaches [13,24,25].

In this sense, the IS-CHEC framework, adapted from the HEART
model, has been used to categorize the human causes of safety incidents
in the public domain. Its application in the UK healthcare sector
revealed that the most common errors are related to time pressure, re-
petitive task execution and the inability to reverse unwanted actions
[26]. Alanazi (2023) identified that, although most clinical staff are
aware of the importance of protecting patient data, there are barriers
such as lack of time for training, work overload, and lack of leadership in
institutional security [27].

Additionally, limited cybersecurity training and low levels of digital
literacy among some healthcare personnel increase exposure to risk.
This issue becomes more critical in systems such as HIS, widely used in
hospital settings, where an access error or omission can compromise
multiple sensitive records [28]. In this context, a data breach analysis
methodology applied in the healthcare sector identified insider threat
patterns through the examination of publicly available incident de-
scriptions. Using a five-step approach that combined tools such as
VOSviewer for objective keyword extraction and NVivo for contextual
analysis. This method revealed frequent co-occurrences of terms like
“employee” and “PHI” (Protected Health Information), emphasizing
how human errors, such as the mishandling of individually identifiable
clinical data, are recurrent contributors to healthcare security incidents
[29].

2.2. Technological approaches to mitigation

Recent literature has proposed multiple technological approaches to
mitigate the risk of insider threats. These include anomaly detection
systems based on machine learning, advanced cryptographic mecha-
nisms [30,31], the use of blockchain for access traceability, and pre-
dictive models based on artificial intelligence [24,32,33]. However, a
systematic review shows that many of these solutions are reactive and
require historical incident data to be trained, which limits their pre-
vention capabilities in environments with poor traceability [21,34-36].

Among the most widely studied methods for detecting anomalies are
those based on decision trees, recurrent neural networks, autoencoders,
and clustering algorithms such as K-means. These approaches make it
possible to identify deviations from normal user behavior patterns
within systems, which can alert to unusual access or malicious behavior
at an early stage [24,34,37,38]. Recent findings underscore the need for
integrated mitigation strategies that combine anomaly detection,
behavioral analysis, and access control within real-time monitoring
systems. These multi-tiered approaches offer more robust and proactive
protection against both malicious and negligent insider threats while
also preserving employee privacy [21,23,39-41].
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2.3. Sociotechnical approaches and Emerging needs

Given that insider threats arise from the interaction between people,
processes, and technology, it is necessary to adopt socio-technical ap-
proaches that integrate these three elements in a balanced way. Recent
literature highlights the importance of strengthening institutional
governance, promoting continuous training in cybersecurity, and
building an organizational culture oriented towards information pro-
tection [17,18].

This approach suggests that it is not enough to install technological
tools, but that workflows must be redesigned, individual responsibilities
clarified, and effective channels for reporting and responding to in-
cidents established. In particular, the lack of alignment between formal
policies and actual practices, as evidenced during the WannaCry attack
on the NHS, shows that written protocols are insufficient if they are not
integrated into the daily operations of clinical staff [34].

A significant gap has been detected in the literature applied to the
Spanish context. Although there are relevant studies in local hospitals,
such as those by Fernandez-Aleman et al. most research focuses on
general diagnoses and does not delve into specific mitigation methods or
the segmentation of personnel according to their risk profile. This gap
hinders the application of personalized strategies and limits the impact
of security policies in the real world [42].

2.4. Analytical techniques for insider threat detection in healthcare

In recent research on the security of HIS, both descriptive and
inferential statistical techniques have been used to assess users’ per-
ceptions of privacy, confidentiality, information security, and patient
safety. In particular, Alipour et al. (2023) [28] applied basic descriptive
analyses, such as means, standard deviations, and frequencies, com-
bined with analytical tests such as Pearson and Spearman correlation, as
well as the chi-square test, to examine associations between dimensions
perceived by clinical staff and sociodemographic variables [43].

In addition, more complex tools such as PCA and Exploratory Factor
Analysis have made it possible to reduce the dimensionality of the data
collected in questionnaires and extract latent factors related to the
perception of technological usability in older adults [43]. These tech-
niques have been complemented by multivariate analyses, such as
ANOVA and structural equation modeling, to validate theoretical con-
structs and model relationships between variables including trust, pri-
vacy, and willingness to adopt digital health systems [19]. Additionally,
studies focusing on the cybersecurity of EHR have employed anomaly
detection methods, such as the Local Outlier Factor, alongside advanced
statistical and machine learning techniques to detect atypical access to
clinical systems and enhance privacy surveillance mechanisms [33,37].

3. Methods
3.1. Data collection

This descriptive and analytical study was based on an online ques-
tionnaire designed according to ISO 27002 [44] and HIPAA [45] stan-
dards. The instrument included five questions on security practices
related to authentication, encryption (at rest and in transit), information
sharing, and usage control, as well as two demographic questions on
participant role and healthcare center.

The survey (see supplementary file and Ref. [45]) was distributed
between April 2021 and November 2024 through more than 100 pub-
licly available institutional email addresses from Spanish healthcare
centers. It was also promoted via social networks and the official website
of the Telemedicine and e-Health Research Group. In total, 41 valid
responses were obtained from professionals actively handling confi-
dential health data across 18 public and private institutions in seven
regions of Spain. Respondents included medical, nursing, administra-
tive, and IT staff.
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Inclusion criteria required regular access to sensitive health infor-
mation and employment in a Spanish healthcare institution. Incomplete
surveys or those from ineligible participants were excluded. All re-
sponses were anonymous, and confidentiality was ensured in compli-
ance with the Declaration of Helsinki [46]. The center name was
collected solely for statistical analysis and never linked to individual
responses.

3.2. Sample description

An initial sample of 48 surveys was collected, of which 7 were
excluded due to missing values or because the respondents did not
belong to a Spanish healthcare center. The final sample included 41
participants with valid data for analysis. Due to the confidential nature
of the survey, only demographic information on participants’ occupa-
tions and affiliated healthcare centers was available. Occupational
characteristics of the sample are presented in Fig. 1.

Fig. 1 shows that 63 % of participants belong to medical staff, fol-
lowed by nursing staff, representing 22 % of respondents. Together,
these two groups account for 85 % of the total sample, consistent with
the main objective of the survey, which focuses on professionals directly
involved in healthcare delivery.

The professionals who completed the survey came from 18 health-
care centers across 7 Spanish different regions. Notably, 56 % of the
participating centers are in the Castilla y Leon region, indicating a
higher representation from this autonomous community in the study
sample.

3.3. Data analysis

For data analysis, the security score was first analyzed in terms of
access, usage control, sharing tools, and encryption at rest and in mo-
tion. The methodology and justification used for the analysis are shown
in Table 1.

Secondly, the Security_Score variable was created, as described in
Eq. (1). This variable represents the level of security obtained by each
participant according to their responses in the survey.

Security_Score = SA + CI + ST + SRI + STI (€8]

Where, SA is Secure_Access, CI is Control_Information, ST is Secure_-
Tools, SRI is Secure_Repos_Info and STI is Secure_Transfer_Info.

Finally, categorical variables were created from each item in the
survey questions, as shown in Table 2.

3.4. Statistical analysis

Descriptive and nonparametric statistics were used to assess variable
distributions. The chi-square (Eq. (2)) test and Cramer’s V Coefficient

Technical Staff, M 3 (7%)
Physical Therapist; B 1(2%)

Optometrist; W 1(2%)

Nursing Staff, I S (22%)

Medical Staff; GG 26 (63%)

Professional category

Administrative Staff; W 1(2%)

0 5 10 15 20 25 30

Number

Fig. 1. Professional category of survey participants.
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Table 1

Methodology and justification used for security score analysis.

Score_Variable

Methodology

Justification

Secure_Access (SA)

Control_Information
(CD

Secure_Tools (ST)

Secure_Repos_Info
(SRD

Secure_Transfer_Info
(STD

A score of 0 was assigned
when access to confidential
information was achieved
using a username and
password or neither
method. A score of 1 was
assigned when access was
achieved using other
methods or a combination
of methods.

A 0 was assigned when the
answer to R2 was none. A 1
was assigned when the
answer was other than
none.

A score of 0 was assigned
when the response to R3
was other than institutional
email or none. Otherwise, a
score of 1 was assigned.

It is assigned 0 if the answer
to R4 is “Plain Text” and 1 if
the answer is “Encrypted”.

It is assigned O if the answer
to R5 is “Plain Text” and 1 if
the answer is “Encrypted”.

A single security
mechanism for accessing
confidential information is
considered insufficient
against insider threats
because once an insider has
the access or decryption
keys, the information is no
longer secure [7,9,30,47].

Security against insider
threats is considered
insufficient if the use of
confidential information is
not controlled by any
security mechanism
mentioned in RQ2 or
another mechanism
described by the user
[7,9,30,471.

Any sharing of information
through tools other than
institutional email is
considered insufficient
security against the threat
of insiders. The response
“None” indicates that no
confidential information is
shared [7,9,30,47].

It is considered that if the
confidential information
stored is in plain text, it
does not have sufficient
security against insider
threats [7,9,30,47].

It is considered that if
confidential information is
transferred in plain text, it
does not have sufficient
security against insider
threats [7,9,30,47].

Table 2
Results of the Chi-square test between security methods and the Security Score
variable.
Variable Description (Categories = YES/NO)
Access with User and Authentication based on username and password
Password credentials to access confidential information.
Mechanism Mechanism embedded in the information (watermark on
confidential documents or medical images that allows
tracking where it has been used).
Port blocking Blocking information output (via Internet tools, emails,
online repositories).
Output blocking Blocking USB output ports on devices containing
confidential information to protect the information.
None_U_C Controlling the Use of Information.

Social Networks
Private groups or chats
Personal mail
Institutional mail
Removable devices

Data at Rest
Data in Transit

Using social media as a means of sharing or managing

confidential information.

Using private groups or chats on messaging platforms to

share data.

Using personal email for exchanging and storing

information.

Using institutional or corporate email for managing

sensitive information.

Using removable devices, such as USB drives or external
hard drives, for storing or transferring data.

Encrypting information stored on devices or servers.
Encrypting information in transit or in motion.
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(Eq. (4)) were applied to examine associations between practices and the
overall security score. A significance level of p < 0.05 was adopted.

2
2N~ N (05— Ey)
X = Zi:le:l E; @)
Where O; represents the frequency observed in cell i, j and Ej is the
expected frequency, calculated as shown in the Eq. (3):

((Rowtotal;) (Columntotal;))

Ej= 3)

Granttotal

4

Where X? is the chi-square statistic, n is the total number of observa-
tions, y (k — 1,7 — 1) represents the lowest value between the number of
rows minus one and the number of columns minus one in the contin-
gency table.

3.5. Cluster analysis

K-Means clustering segmented participants based on their security
behaviors. Data preprocessing included One-Hot Encoding and
normalization. The optimal number of clusters was determined using the
Silhouette Coefficient (See Eq. (5)). PCA was used to visualize the
clusters in two dimensions.

Where, a(i) is the average distance of a point within its own cluster and
b(i) is the average distance from the same point to the nearest cluster to
which it does not belong.

3.6. Identification of key security gaps

A Random Forest model [21] ranked the importance of variables in
predicting information security. This classification model was chosen for
its robustness to noisy data, its ability to handle non-linear interactions
and its low risk of overfitting. Previous research in hospital and cyber-
security contexts supports its use for the identification of critical factors
and security breaches [7,14]. The survey design, data collection and
analysis procedures are described below. The model used out-of-bag
error estimation and the Gini index (Eq. (6)) reduction to identify the
most influential security weaknesses.

GD)=1-> f2 6)
k

Where, f is a set of normalized frequencies (f; + f2, + --- + fx) depending
on the classes k. At each node split, the variable and threshold that
generated the lowest combined impurity among the resulting subsets
were chosen [21].

To complement the procedural details presented in the previous
sections, Fig. 2 provides a visual summary of the methodological
workflow applied in this study. It outlines the sequential structure of the
research process, starting with the design of the survey instrument and
its dissemination through institutional and digital channels, followed by
the collection and filtering of valid responses. The diagram further il-
lustrates the transformation of raw data into five security-related vari-
ables and the calculation of a composite Security Score. Finally, it shows
the main stages of statistical and analysis, including bivariate testing
such as Chi-square and Cramér’s V, clustering using the K-Means algo-
rithm, dimensionality reduction via PCA, and variable importance
estimation through Random Forest modelling.
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o
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Chi-square & Crameér’s V for correlation

K-means (k = 9) + PCA visualization

To identify key variables affecting\n

Fig. 2. Methodological workflow.

4. Results
4.1. Security measures against insider threats

The exploratory analysis revealed a strong reliance on conventional
protection methods among healthcare professionals. As shown in Fig. 3,
97.6 % of users access confidential information using only a username
and password, while 70.7 % rely on institutional Additionally, 41.5 % of
participants use personal email, and 24.4 % utilize private messaging
groups or chats to share sensitive data. In contrast, stricter security
strategies, such as port blocking, are used by only 7.3 % of respondents.
These findings suggest that most users depend on basic authentication
and traditional communication platforms, potentially increasing the risk
of unauthorized access and data leaks.

To explore the relationship between these security practices and
overall information protection, a chi-square test was performed. Statis-
tically significant associations were identified between several variables
and the Security Score, particularly data in transit (p = 0.000022), data
at rest (p = 0.026598), personal email (p = 0.013962), and private
messaging groups (p = 0.023512). These results indicate that how users
manage the storage and transmission of information significantly

impacts their level of security, underlining the importance of stronger
protocols in these areas.

Table 3 presents summarizing the correlations. A strong correlation
(r = 0.70) was found between the “Data in Transit” variable and the
Security Score, indicating that implementing protection mechanisms
such as encryption during data transmission is a key factor in achieving a
higher level of information security. A moderate correlation (r = 0.36)
was also found between “Data at Rest” and the Security Score, sug-
gesting that users who encrypt stored data tend to have stronger security
practices overall.

Other notable correlations include a relationship between the use of
personal email and Security Score (r = 0.40), implying that personal
accounts may be used with varying degrees of security depending on
user behavior. Similarly, a correlation of r = 0.37 between the use of
private messaging platforms and the Security Score suggests that the
choice of encrypted or privacy-focused tools may influence security
outcomes. Additionally, the use of structured mechanisms, such as
watermarking or content tracking, showed a moderate association with
Security Score (r = 0.30), highlighting their contribution to better in-
formation control. Conversely, variables such as the use of social net-
works showed near-zero correlation with other security measures,
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Fig. 3. Frequency distribution of security methods.

Table 3
Correlation values between security variables.

Variable Cramér’s V (r)
Data in Transit 0.70
Personal mail 0.40
Private groups or chat 0.37
Data at Rest 0.36
None_U_C 0.34
Mechanism 0.30

indicating that data exposure through these channels may not reflect
broader protection practices.

In conclusion, these findings demonstrate that protecting data in
transit and at rest plays a critical role in strengthening overall infor-
mation security. The strong correlation between data transmission
protection and the Security Score reinforces the need for robust
encryption protocols and secure communication channels. Moreover,
the varied impact of tools such as personal email and messaging apps
emphasizes the importance of user education and context-specific stra-
tegies. These insights support the implementation of comprehensive
security frameworks that go beyond authentication, incorporating data
protection mechanisms and continuous training on secure information
practices.

4.2. Segmentation using K-means clusters

The K-Means clustering algorithm was used to segment participants
according to their information security behaviors. The optimal number
of clusters was determined using the Silhouette coefficient, which

indicated that nine clusters provided the best structure (Fig. 4).

This segmentation revealed clear distinctions between user groups
based on their adoption of security practices. PCA was applied to reduce
the dimensionality of the data and visualize the clusters in two di-
mensions (Fig. 5). Each point represents a respondent, colored according
to their security score, allowing a visual assessment of similarity and
protection levels among the groups.

Clusters 1 and 8 stood out for having 100 % implementation of se-
curity measures during data transmission. This suggests that partici-
pants in these groups prioritize secure communication, likely using
encryption or protected networks. In contrast, Clusters 4 and 6 showed a
complete absence of information usage control mechanisms, with all
users reporting no implemented protections in that area, positioning
them as the most vulnerable to insider threats.

Other clusters demonstrated more varied patterns. Cluster 5 com-
bined institutional and personal email use with a high reliance (75 %) on
removable devices, increasing the risk of data leakage if not properly
managed. Cluster 0 was characterized by exclusive use of private
messaging groups without additional safeguards, while Cluster 3 relied
mainly on username and password authentication (80 %) with no
further security enhancements.

These findings directly address RQ2, confirming that users can be
categorized into groups with high, medium, and low levels of informa-
tion security, depending on the tools and strategies they apply. While
some clusters exhibit proactive behaviors by implementing multiple
security layers, others operate with minimal or no protective measures.
Intermediate clusters reflect inconsistent practices, which may depend
on context, access to resources, or institutional culture.

User segmentation based on security behavior offers a structured
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understanding of risk exposure. It also enables the development of
tailored strategies that respond to the specific vulnerabilities of each
group. The results highlight the importance of targeted cybersecurity
awareness initiatives, especially for high-risk clusters, promoting

practices such as secure credential use, encryption of data in transit, and
control over the use of information. Ultimately, the analysis confirms the
existence of diverse security profiles and underscores the need for
adaptive interventions to address the varying needs identified across the
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sample.

4.3. Security gaps to insider threats

To determine the most prevalent security breaches in the sample
studied, a Random Forest model was used. This model allows us to
identify the most influential variables in determining the level of in-
formation security (See Fig. 6). The analysis identifies “Data in Transit”
as the most critical vulnerability, with a relative importance of 25.14 %.
This highlights the need for robust transmission security, such as
encryption and protected networks. However, this does not imply that
employees actively scan communications for sensitive content. There is
no evidence of such behavior in the sample studied. The insider threat is
primarily linked to unauthorized access or unintentional sharing of
confidential data. Prevention should therefore focus on controlling ac-
cess, enforcing usage policies, and ensuring secure communication
channels.

The variable “Data at Rest” shows an importance of 13.6 %, high-
lighting the importance of having security mechanisms in place for in-
formation storage. The lack of controls on data at rest can facilitate
unauthorized access or the leakage of sensitive information, reinforcing
the need to adopt strategies such as storage encryption and access
control.

A significant result is the high importance of the variable “None_U_C”
(12.68 %), which groups users who do not have known security mech-
anisms to control the use of confidential information. This result in-
dicates that a significant portion of the sample operates without
documented protection strategies, which represents one of the main
insider security breaches. The lack of structured measures can expose
data to uncontrolled access, increasing the risk of leaks or insider
attacks.

On the other hand, the use of personal email (10.34 %) and private
groups or chats (9.11 %) are also relevant security factors. These results
suggest that the use of these channels without adequate protection
measures can be a risk vector within the organization, facilitating the
leakage of sensitive information or the spread of threats. Other vari-
ables, such as the presence of security mechanisms embedded in the
information (8.27 %), the use of institutional email (6.92 %), and the use
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of removable devices (6.19 %), also influence security, although to a
lesser extent. In this sense, the use of removable devices constitutes a
potential risk if adequate restrictions are not applied to prevent the loss
or extraction of information.

These results respond to RQ3, showing that the main security
breaches in the sample are associated with the lack of protection of in-
formation in transit and storage, the absence of control over information
use, and the use of insecure communication channels. Considering these
factors is essential to reducing the risk of insider threats. Consequently,
the implementation of security protocols for data transmission, re-
strictions on the use of personal email and private chats for sharing in-
formation, and the establishment of security standards for data storage
are recommended. These findings provide key information for designing
risk mitigation strategies and improving cybersecurity in the environ-
ments analyzed.

4.4. Limitations

The main limitations of this study are as follows: The sample is small
(n = 41), which reduces the generalizability and limits the statistical
power of the analyses. This constrains the detection of more subtle as-
sociations and increases the risk errors. Furthermore, there is a signifi-
cant territorial concentration, with the majority of participants from the
region of Castilla y Leén. This may bias the geographic representation of
the healthcare system. The available demographic information is
limited. Only occupations and healthcare centers are recorded. Key
variables such as age, education, professional experience, or level of
responsibility are lacking. This prevents the analysis of individual fac-
tors associated with the adoption of security measures. The data are
based on self-reported responses. This introduces potential interpreta-
tion or social desirability biases. Some participants do not report
applying any control over their use of information, making it difficult to
determine whether this is due to ignorance, omission, or a true absence
of measures. The study also does not incorporate qualitative methods.
Perceptions, barriers, or motivations surrounding information security
are not explored, which limits our understanding of user behavior.

Data in Transit

Data at Rest
None_U_C

Personal mail

Private groups or chats
Mechanism

Institutional mail

Security Variables

Removable devices
Output blocking
Port blocking
Social Networks

Access with User and Password

0.00 0.05

0.10 0.15 0.20 0.25

Importance

Fig. 6. Security gaps are prevalent in the study.
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5. Conclusions

This study assessed the level of information security against insider
threats in Spanish healthcare centers, addressing three key RQs. Find-
ings show a predominance of basic protection mechanisms such as
passwords and institutional emails (RQ1), while encryption and usage
controls are still limited.

User segmentation (RQ2) revealed significant variation in security
practices, identifying high-risk groups lacking structured measures.
These profiles are not merely descriptive but provide actionable insight
for practice. High-risk groups could be targeted with mandatory
encryption and usage-control tools. While intermediate clusters may
benefit from awareness programs or reinforced authentication, and low-
risk groups can act as peer-leaders or early adopters of advanced
technologies.

The most critical vulnerabilities (RQ3) include the absence of usage
control (31.7 %), low encryption adoption (29.3 % at rest and 36.6 % in
transit), and the use of personal communication channels (41.5 % email;
24.4 % messaging apps). Although passwords were not flagged by the
Random Forest model, 97.6 % of users rely solely on them, an insuffi-
cient safeguard against insider threats.

These results highlight the need for adaptive, context-sensitive
strategies rather than one-size-fits-all measures. Practical implementa-
tions include configurable authentication challenges to generate dy-
namic encryption keys. Additionally, the implementation of secure,
secure file systems based on virtual file systems offers transparent pro-
tection compatible with clinical workflows.

Future studies should expand the sample to include diverse regions
and professional roles, and incorporate contextual variables such as
training, responsibility level, and cybersecurity awareness. Combining
quantitative and qualitative methods (e.g., interviews, focus groups)
would deepen understanding of user behavior.

Another promising direction is the integration of data protection
principles into medical training. Virtual patients and chatbots, already
used to simulate clinical encounters, could also present scenarios
involve confidentiality, consent, and ethical data handling. For example,
a simulated patient might ask whether their records remain stored,
requiring the trainee to justify secure practices. Grounded in ongoing
studies of EHR access routines, such simulations would embed DLP
principles into early medical education, fostering both cybersecurity
awareness and professional values.

Finally, implementing differentiated strategies, such as specific
training, stronger authentication, data usage controls, and comprehen-
sive encryption—based on cluster segmentation can enhance the effec-
tiveness of cybersecurity policies and reduce exposure to insider threats
in healthcare environments.
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